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Abstract

Technology in the recent years has dramatically invaded the education system and profoundly
changed the classroom landscape, especially in modern universities. Internet of Things (IoT) devices,
such as automated attendance tracker, interactive whiteboards, etc., are significantly utilized to create
a positive and engaging classroom atmosphere. Unfortunately, some emerging universities deploy
these smart tools before establishing an effective cybersecurity management system to protect critical
characteristics of information, i.e., confidentiality, integrity and availability. The cybersecurity
management system in academic institutions is the most-targeted system for cyberattacks, which is
growing rapidly and hits businesses worldwide every day. To shed lights on the impact of this critical
problem, we introduce a cybersecurity management system designed specifically for academic
institutions based on Saudi Arabia. The paper also looks closely at the best practices and the adoption
of international information security management standards deployed in worldwide academic

institutions.
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1. Introduction

The digital transformation we are witness-
ing nowadays has changed the nature of
technology growth and expanded its uti-
lization until the Internet has become a
global means of everything in our lives.
Most devices and appliances, such as se-
curity systems, thermostats, etc., are now
equipped with additional features, creating
a connected hub where information can be
shared and exchanged between these phys-
ical devices and users over the Internet.
Cybersecurity attacks are growing rapid-
ly around the globe due to the rise in the
number of smart connected devices, 1.e.,
IoT devices and the lack of information se-

curity awareness among the Internet users.
Therefore, holding training session on se-
curity awareness and educating interested
users discreetly are the key factors to pre-
vent data breaches. As can be seen in Fig-
ure 1, which represents the top attack vec-
tors reported in 2018 and 2019, Malware
is observed as the most common attack
vector used nowadays by cybercriminals
because the users are not broadly aware of
the risk and malware threats [,

In addition, cyberwarfare has become the
strategic war and new frontier of the infor-
mation area, especially in countries with
limited resources, where cyberwarfare
capabilities are mainly developed to com-
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pensate for their deficiencies and short-
comings in sophisticated defense func-
tions 2. Figure 2 shows the cybersecurity
threats and attack vectors being performed
across a wide range of sectors even though
some sectors, such as education are less at-
tractive to
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Fig. 1. Top Attacks Vectors Observed in 2018 and
2019 M

the attackers. After the analysis of the data
reported in ' it is determined that the at-
tacker behaviors have gradually changed
over time.

They have become interested in corrupt-
ing and damaging the information system
of academic institutions as in other sectors
where the main interest is financial gain.
Academic institutions in general face two
critical challenges to successfully achieve
a secure environment. The first one is the
amount of personal information held in the
database system is enormous while there
1s no efficient and effective infrastructure,
capable of delivering information security.
The second one is that they are increasing-
ly deploying different systems and tech-
nologies to satisfy diverse learners and
meet their expectations, before having an
effective cybersecurity management sys-

tem in place and establishing security risk
assessment.

V

wawuenaws [
ey [
joudar i

AlpU|

p:

:

2|qnd

ajdnin

36D Y1|eaH

jenp!

Fig. 2. Top Targeted Sectors Observed in 2018 and
2019

The adoption of cybersecurity manage-
ment systems is quite low particularly in
public organizations. This happens due to
multiple reasons, such as shortage in the
number of expertise, time to prepare re-
quired paperwork and no support and in-
volvement from the top management (! (4]
5], Most of the academic institutions are
applying well-known standards such ISO
27001, COBIT, etc., even though those
standards are not purposely designed for
higher education institutions . In addi-
tion, the different regulations each coun-
try must locally comply with can make the
implementation more challenging.
Therefore, the main motivation of this work
to analyze cybersecurity management sys-
tems implemented in academic institutions
and propose a new one designed specifi-
cally to fit the nature of educational organ-
izations in general. The key contributions
of the paper lie as follows:
. Investigating well-known frameworks
designed for protecting sensitive data.
. Studying the key reasons that drives
most Saudi universities away from
adopting the best practice.
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. Designing a Cybersecurity Manage-
ment System (CMS) to govern data
based on mix of ISO and NIST stand-
ard that meet the environment of Saudi
universities.

The rest of the paper is structured as fol-

lows: Section 2 provides the relevant

background on Information Security Man-
agement System (ISMS) and well-known
standards. Section 3 presents related works

and Section 4 describes the proposed im-

plementation methodology for develop-

ing Cybersecurity Management System

(CMS) for academic institutes in Saudi

Arabia. Section 5 illustrates the proposed

system in details and Section 6 discusses

the benefit of the

« Locked Entry
Physical Secunity

Personnel Security

+ Information Classification
* Encryption

+ Data Relationships

+ Regulations

+ Transmission Security
« Network Manitoring
« Traffic Capturing

Communications Security

+ Firwall

* Intrusion Preveation
System (IPS)

+ Content Filtering

Network Security

+ Data Encryption

* Aceess Centrel Lists
* Risk Assessment

« Incideat Response

Information Security
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implementing CMS in academic institu-
tions and, Section 7 concludes the paper.

2. Background

2.1 Overview

Information is the lifeblood and vital busi-
ness asset of any modern organization. It is
essential for the business sustainability and
continuity because accurate and up-to-date
information would effectively help stake-
holders in decision-making. The charac-

teristics that form the value of information
include availability, accuracy, authentici-
ty, confidentiality and integrity. The value
commonly increases and decreases based
on changes happen in those characteristics
(7). [81, [9]
Therefore, organizations need to have
multiple layers of security simultaneously
in place to protect its employees, clients,
vendors and partners from harm. The harm
can be intentionally committed by adver-
saries or unintentionally by insiders, vio-
lating the security procedures and practic-
es being manipulated ). Figure 3 shows
those security layers, which are described
as follows:

. Physical security, which provides secu-
rity for physical assets from unauthor-
ized access.

. Personal security, which provides se-
curity for authorized individuals in the
organization.

. Operation security, which is mainly de-
signed to provide security for a particu-
lar operation and activities.

. Communications security, which is
mainly designed to protect all commu-
nication media and data going through
it.

. Network security, which is mainly de-
signed to secure all network equipment
and connections.

. Information security, which is mainly
designed to preserve the confidentiali-
ty, integrity and availability of informa-
tion in all stages: transmission, storage,
or processing. This can be achieved via
policies and security awareness and
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training. The policies are the directive
that establishes procedures and pro-
cesses for organizations to protect in-
formation elements and critical assets,
while the security awareness and train-
ing program is conducted by security
experts and provided to the people to
make sure they comply with legal re-
quirements and technologies.

2.2 Cybersecurity and Information Security
It is important to note that the term cyber-
security and information security is often
used interchangeably even though there is a
conceptional distinction and overlaps each
other. The International Organization for
Standardization (ISO) defines information
security as maintaining the confidentiality,
integrity and availability of information.
The National Institute of Standards and
Technology (NIST) defines information
security as preventing privacy, disruption,
destruction and modification of informa-
tion and systems to provide authorized
users with confidentiality, integrity and
availability. In [9], information security is
defined as the maintenance of confidenti-
ality, integrity and availability of informa-
tion and all its elements such as the sys-
tems and hardware where information is
used, stored and transmitted. Information
security is essentially a set of practices
mainly intended to prevent data from un-
authorized access and mitigate the infor-
mation risks.

Cybersecurity is a broad term that encom-
passes physical techniques, such as intru-
sion detection and prevention systems,
firewalls, mantrap, ID cards, badges, etc.,

and logical techniques, such as best prac-
tices, safeguards and procedures to protect
functions and cyber environment of an or-
ganization.

The concept is wider than information se-
curity, in which its core functionality en-
sures the attainment of all security objec-
tives and prevents the entire cyberspace
from cyberattacks ', To be more specif-
ic, cybersecurity includes large defensive
methods utilized to minimize risk by de-
tecting and thwarting sophisticated attacks
before reaching an organization's cyber-
space.

3. Related Works

Cybersecurity has recently caused con-
siderable problems for most organizations
especially when internet is the delivery
medium. This fact is overlooked by or-
ganizations, in which they believe their
information is valuable and sensitive, e.g.,
health, banks, etc. In contrast, in academic
institutions, less papers have discussed the
concern of information security even they
often encounter the same type of threats
and incidents happen usually in other sec-
tors.

In "] the authors develop a framework to
evaluate the information security manage-
ment systems and make sure the security
strategy 1s aligned with other strategies,
taking into their consideration all the infor-
mation security aspects. The main problem
here is that the authors did not include the
low-level model that can guide any organi-
zation during the framework adoption. The
paper [ proposes a generic framework to
improve the development process of the
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information security policy. The frame-
work is high-level statements and does not
include the details and the procedures to
implement the requirements correctly, as
we have done in our paper.

The authors of [*! review and assess the
risk activity in the campus based on the risk
predication technique. No framework is
discussed in the paper even though the in-
formation is found to be at risk of exposure.
The paper 'Y addresses a strategic frame-
work for information security management
developed based on a systematic review
and provides recommendations to higher
education institutions to protect the infor-
mation from security threats. Our paper is
extended to cover all information aspects
and provides an efficient framework devel-
oped specifically for Saudi Universities.
The paper ' proposes an information se-
curity management system for the academ-
ic institutes in Pakistan by introducing new
roles and responsibilities. The new role in-
troduced is Information Security Manage-
ment-Task Force (ISM-TF), responsible
for the methodologies and the processes
for the system. The responsibilities of the
ChiefInformation Security Officer (CISO),
the Information Security Officer (ISO), the
Internal Auditor, Network Administrator
and System Administrator have been also
extended to provide information security.
However, this approach is not enough as
the authors of ' find out that knowledge
and attitude are the key factor behind the
success of the information security man-
agement system based on the investigation
they did on the impact of organizational

culture and behavior. Advanced technolo-
gy tools alone are insufficient to provide
confidentiality, integrity and availability to
the information assets. There is a big need
to focus on teaching employees to comply
with the cybersecurity rules to make the
information security management more
effective.

In["1, the authors collect data from a Nor-
wegian University through the Security
Operations Center (SOC) department and
investigated 550 cybersecurity incidents
occurred between 2016 and 2017. The
results show that most of the cybersecu-
rity incidents happened due to successful
social engineering attacks while the rest
happened due to reconnaissance, intrusion
attempt and denial of service. Figure 4
summarizes those cybersecurity incidents.
Therefore, the system we proposed in-
cludes information security management
and cover important cybersecurity do-
mains. The aim is to reduce the implica-
tions of the data breach that are thoroughly
discussed and addressed in [} [9),

4. Methodology

The paper adopts the content analysis re-
search technique that can find patterns and
trends to develop a conceptual framework
based on the results of analyzing most
popular information security framework.
We focus on those where largely adopted
by Saudi academic institutions and then
we explore the challenges and the issues
that were obstacles to the implementation.

4.1 Information Security Challenges in Ac-
ademic Institutions

Academic institutions generally face
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unique cybersecurity challenges that can
easily disrupt their ultimate goal of con-
tributing to society and enriching lives
of students through the pursuit of educa-
tion and research. Meanwhile, academ-
ic institutions are often unable to support
large scale security solutions, due to lack
of funds even though critical information
from students and staff has been stored
into their systems. Thus, enforcing practi-
cal policies capable of governing collect-
ed information is quite problematic and
sometimes impossible, especially when
the top managements are not cooperative
and supportive. For instance, the paper >
explores the key reasons
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Fig. 4. The Main Causes of Cybersecurity Incidents in
a Norwegian University [17]

behind low adoption of international

standards to manage information system in

Saudi Arabia. Based on the investigation,

we summarize the significant factors that

affect the implementation of international
information security management system
standards as follows:

. Lack of management support, direction
and knowledge in most effective and
well-known cybersecurity manage-
ment system.

. Lack of funds allocated to support high
salary required by security experts and
perform training, education and aware-
ness programs to the employees.

. Lack of resources and consultants who
are professionally able to deal with in-
ternational information security stand-
ards.

The other challenge with the Saudi univer-

sities is that some of them have multiple

campuses exist in different places, which
can be far away from the main campus,
where the data center is physically locat-
ed. Even with the single administration,
the access privileges assigned to approved
entities and the level of access are typi-
cally loose and difficult to control. Most
importantly, there is no certain policy that
clearly states the length of granted access
and when the access should be given. This
creates environmental concerns of placing
critical information systems at risk and
opening doors for those who are interested

to access inappropriately 2!,

Therefore, many academic institutions

must consider cybersecurity as their top

priority because cybercriminals are be-
coming a lot more complicated in execut-
ing attacks. This has increased the need to
develop effective cybersecurity strategies
meant to enhance security postures and
prevent computer systems and networks
from sophisticated cybersecurity threats.

However, prior to that, it is important to

understand current cybersecurity frame-

works already established for the same
purpose.
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4.2 Cybersecurity Standards and Frame-
works

For protecting and persevering information
assets, specialized information security or-
ganizations, such as the National Institute
of Standards and Technology (NIST), the
International Organization for Standard-
ization (ISO), the American Institute of
Certified Public Accountants (AICPA),
etc., have established comprehensive and
rigorous methodologies and specifications
to enhance information security. Despite

their similarities and integration possibil-
ities, there are differences in degrees of
complexity, scale and the procedures for
the management and mitigation of cyber-
security risk. Table 1 summarizes top cy-
bersecurity frameworks in terms of the
creators and key focuses while Table 2 dis-
cusses those frameworks in terms of their
strengths and weaknesses as well as the or-
ganizations that the framework is suitable
for.

Table 1. The Focus of International Information Management Standards

Cybersecurity Frame- Developed Focus
work by
NIST National Institute of Stand- | Cybersecurity risk management and aligning
ards and Technology cybersecurity posture to the core organization
objectives
ISO IEC 27001 International Organization for | Cybersecurity management program
Standardization
COBIT Control Objectives for Infor- | Aligning business objectives to IT objectives
mation and Related Technol-
ogies
HITRUST CSF Health Information Trust Al- | Providing approaches for enhancing security
liance
HIPAA Health Insurance Portability | Protecting health information
and Accountability Act
CIS Top 20 The UK Department for Busi- | Providing knowledge on the impact of cyber-
ness, Innovation and Skills security issues
ITIL Information Technology In- | Aligning IT services to the business needs
frastructure Library
IASME Governance | UK cybersecurity business Demonstrating the cybersecurity level
SOC2 American Institute of Certi- | Protecting data in cloud services
fied Public Accountants
FedRAMP v7 Federal Risk and Authoriza- | Evaluating threats and risks in cloud-based
tion Management Program infrastructure and software solutions
FISMA Federal Information Systems | Providing security requirements
Management Act
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Cybersecurity Frame- Developed Focus
work by
TC CYBER Technical Committee on Cy- | Improving privacy in telecommunication
bersecurity channels and media & Telecommunication
organizations
GDPR General Data Protection Reg- | Providing security requirements to enhance

ulation

personally identifiable information

Table 2. Detailed Comparison of International Information Management Standards

Cybersecurity Strengths Weaknesses Fitting
Framework
NIST Easy to adapt, flexible Determining Any organization
and freely available action items
is difficult
ISO IEC 27001 | Widely implemented, No recent update and high Any organization
Support various cost to obtain and maintain
compliance requirements
COBIT Control Objectives for Aligning business objectives Any organization
Information and to IT objectives
Related Technologies
HITRUST CSF | Comprehensive, flexible | High cost to obtain and Mainly for health
and support various maintain organizations
compliance requirements
HIPAA Easy to adapt, High cost to obtain and Health organizations
Flexible & Complex maintain
CIS Top 20 | Flexible and easy Insufficient and updated Any organization
to deploy every two years
ITIL Easy to adopt, Not suitable for a startup Organization with
flexible and efficient organization IT function
IASME Affordable Insufficient Small and
Governance medium-sized
organization
SOC 2 Support various Need to be confirmed by Any organization
compliance requirements | vendors, not easy to
deploy, high cost
FedRAMP v7 | Sufficient and Difficult to deal with and Government agencies
comprehensive required experts
FISMA Sufficient and Difficult to deal with Federal agencies
comprehensive and required experts
TC CYBER | Flexible and High cost Telecommunication
comprehensive organizations
GDPR Flexible, continues Insufficient Any organization

improvement
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Even though some of the above standards
and frameworks are widely used for In-
formation Security Management System
(ISMS), none of them focus on building
ISMS for academic insinuations. Thus,
from our prospective, establishing a Cy-
bersecurity Management System (CMS)
sometimes known as an Information Se-
curity Management System (ISMS) specif-
ically for academic institutions is vital to
achieve the goal of protecting their criti-
cal infrastructure and information against
breaches and other incidents. It generally
helps organizations, regardless of their
size, degree of cybersecurity risk and cy-
bersecurity sophistication, improving resil-
ience and security through the implemen-
tation of effective policies and procedures
and best security practices.

5. Cybersecurity Management System
(CMS) for Academic Institutions

5.1 Overview

The CMS we propose basically describes
the approach to managing information
security and specifying the minimum re-
quirements of security controls that ac-
should implement
aligning with their business needs to drive
improvements in

ademic institutions

People

Processes . :

Technology

teding

Fig. 5. Cybersecurity Pillars

information security. The key elements we

include in the proposed framework are:

. Appointing special staff with enough
knowledge in the security field.

. Identifying the risks generally face the
academic institutions in Saudi Arabia.

. Applying security solutions to mitigate
the risks.

. Designing proper security policies
based on the risks.

. Filling the risk register and tracking the
progress.

. Training employees on the policies and
examining awareness.

The system formalizes processes and pro-
cedures for any expected vulnerabilities to
make sure the perimeter of defense sys-
tems is protected. The common type of
cyberattacks the system aims to defend
against include Malware, Phishing, Man-
in-the-middle, Denial-of-service, SQL in-
jection, Zero-day exploit, DNS Tunneling
and other more.

The system as shown in Figure 5 is com-
prehensive and includes the pillars of cy-
bersecurity, i.e., people, processes and
technology to manage all security practic-
es consistently. It is impossible to deploy
technology effectively without competent
people, supporting processes and an over-
all plan. The system helps to determine
whether the organization meets a whole
range of compliance requirements in re-
spect to information security and meet data
security compliance obligations for sever-
al laws. Furthermore, the system is meant
to help the organization achieve its objec-
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tives.

The key factors that drive the success of
the proposed system are senior leadership
commitment, top-down approach manage-
ment and employee’s involvement. The
top management team must rank cyber-
security as their top propriety and provide
necessary resources and budget, so that
the implementation team can deploy and
maintain the system successfully. They
must involve in setting cybersecurity strat-
egies and understand that cybersecurity is
an ongoing process. More importantly, this
helps the board get better overview of se-
curity regime. The top management team
must also believe that cybersecurity is ap-
plied to them so the staff in this case tends
to take the same kind of view %,
Another factor is the staff engagement,
where everybody has a role to play in cy-
bersecurity and must receive enough and
continuous training, education and aware-
ness about cybersecurity. However, the
level and the depth of the cybersecurity
education is not the same as the level the
Chief Security Officer (CSO) training and
IT manager receive. It is significantly less
and generic that covers basic cybersecurity
concepts and data privacy and governance.
The main purpose of the staff awareness
program is to be aware of wide range of
cyber risks and gain basic knowledge of
the best practice on how to achieve infor-
mation security in an effective way and re-
duce preventable mistakes.

5.2 Proposed System
Prior to developing the system, a thorough
research has been carried out and queried

reliable databases for the following key-
words: "cybersecurity system", "cyber-
security management", "cybersecurity in
higher educations", "security framework
in academic", "attacks on universities da-
tabase", etc. The proposed system is de-
signed based on the results of this review
and the authors experience in the cyber-
security field and university management
and administration. It is meant to be inter-
nationally certified by ISO/IEC27001 and
established based on the execution guide-
lines described in ISO27002. The evalua-
tion and certification criteria must be done
based on ISO27001 through monitoring
the execution over a certain period.

The goal is to govern critical information
in the academic institutions in Saudi Ara-
bia effectively and protect their assets from
most common cybersecurity threat. It basi-
cally integrates some available cybersecu-
rity frameworks and standards discussed
previously to make sure the proposed sys-
tem covers most important aspect of secu-
rity through specific security controls, pol-
icies and procedures. The system covers
technical and non-technical information
issues.

Strategic
Phase

o identify scope,
leadership,
sponsorship, securit |

(I

II Check II

I Act I
Tactical Technical
Phase Phase

o Check and review
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theeats, control
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Fig. 6. Cybersecurity Management System
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We aim to make it comprehensive and in-
clude organizational, documentary and
hardware and software components to
overcome biggest threats, such as mali-
cious software, phishing and social engi-
neering. Problems might face the deploy-
ment of the proposed system that we must
take into our consideration are:

. Budget and resources requirements.

Regulatory compliance.
. Employees’ behavior.
. Accurate security requirements.

. Exponential growth in the number of
users.

. New technology integration.

5.3 System Elements

The implementation of the proposed sys-
tem is divided into four essential phases:
strategic, operational, tactical and techni-
cal. For the continual improvement and
development, we associate the phases with
the Plan Do Check Act (PCDA) cycle ),
Figure 6 shows the elements of the CMS
we mainly design for academic institutions
in Saudi Arabia. In the following, we are
discussing each phase in more details.

5.3.1 Strategic Phase

In this phase, a primary attention is given
to the meeting with the top management,
e.g., the president of the university, senior
leaders, e.g., the dean and the vice dean
of information technology deanship and
security team, e.g., Chief Information Se-
curity Officer (CISO) and Information Se-
curity Officer (ISO). The engagement and
commitment of the board is critical in this
stage since they should provide accurate

information for the following:
1. Top cybersecurity risks currently
threaten the university.

2. The complexity of current infrastruc-
ture.

3. The budget that is allocated to increase
the security posture.

4. The current plan for disaster recovery
and data breach.

5. The compliance level with current cy-
bersecurity controls.

6. Number of information security risk
assessments conducted per year.

7. The risk posture, details of risks includ-
ed the transition plan and the results of
the gap analysis.

8. The information security frameworks
and standards currently in place.

9. The object and attributes of desired
measurement.

10. The visibility of the network and the
procedures to test systems prior to
problems arise.

The direction for information security
must be set by the president of the univer-
sity while the senior leaders are required
to provide additional support to enforce
board's directions and make information
security everyone's responsibility. The
problem that most Saudi universities face
is the enforcement of the direction and pol-
icies, especially when the university has
multiple branches far away from the main
campus. Therefore, the major responsibil-
ities of CISO will be extended to include
the following:
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. Designing and implementing cyber-
security strategies capable to prevent
data and IT systems from well-known
attacks 24,

. Setting up a business continuity plan
for any new system and application
along with a disaster recovery plan as
a final step prior to go live.

. Influencing data governance and edu-
cating all parties involved in data pro-
cessing, e.g., data owner, data steward,
data producer and data consumer.

Monitoring and evaluating end user'
compliance toward information securi-
ty controls and policies established by
the university.

. Leading the communication channel
among university employees, top man-
agement team and vendors.

. Conducting cybersecurity awareness
program using emails, social media,
workshops.

. Measuring the wuniversity progress
through well-defined Key Performance
Indicators (KPIs).

5.3.2 Operational Phase

The problem usually happens in large or-
ganizations is the resistance to change,
which becomes more complicated espe-
cially when the top management underesti-
mates security threats facing the organiza-
tion. Sometimes, the management practice
itself could be the reason behind achieving
a higher level of security and data privacy
in the universities 4.

Therefore, the CISO should appoint a Se-
curity Mentor (SM) in each campus, re-

sponsible for security awareness creation
and delivery, backups, access manage-
ment, data classification, key management
and spreading the culture of security across
the organization to make cyberthreats
viewed as a business risk rather than an IT
issue. This will bring more attention to any
threats facing the university and make cy-
bersecurity everyone's core business.
The SM 1is also responsible for applying
security at the beginning of any activi-
ty since security becomes more compli-
cated when the system is implemented.
This can be achieved by holding multiple
workshops and inclusive discussions with
everyone, i.e., professors, employees and
students within the campus where the SM
resides. Followed by the creating the se-
curity operation plan that describes day-
to-day activities. Then, the SM should im-
plement the plan with help of CISO and
everyone's in that campus. Compliance
and performance should be monitored all
the time and continually tested. Based on
the findings, the SM should go back and
review the plan and then report the final
results with the CISO and other SM reside
in other campuses. This is a critical step in
the proposed CMS to maintain smooth op-
erations and ensure there is alignment and
integration between all campuses, which is
very difficult to be pursued in midsize en-
terprises %,
The benefits of this implementation in-
clude but are not limited to the following:
. Flexibility: Having SM in each campus
will help the CISO make the imple-
mentation of the CMS across the uni-
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versity easy and smooth and align with
other campuses to achieve the business
objectives.

. Consistent Security Posture: The de-
centralization of some of the cyberse-
curity functions will assure the con-

Creating the security operation plan

!

Implementing the plan

Reviewing the plan

=

Fig. 7. Cybersecurity Management Life Cycle

sistency of the security posture across
the university and will help whenever
there's an update on the security poli-
cies.

. Unlimited Support: When the CISO is
directly reporting to the president of
the university and the SM is directly
reporting to the CISO, the support that
each campus receives will be equal and
endless.

Figure 7 briefly describes the life cycle
of the proposed system, which starts by
collecting information through multiple
workshops with stakeholders and all the
staff members of the organization. Then,
the security operation plan should be es-
tablished along with its own Key Perfor-
mance Indicators (KPIs) to measure the
plan in the future. After that, the CISO
must proceed with the implementation of
the plan and must track the progress on a

daily basis to make sure all the campuses

are following the same processes provided

in the operation plan.

In the proposed CMS, the responsibilities

of the CISO are being slightly modified to

include the following:

. The CISO is required to establish the
security risk management context
along with the organizational and stra-
tegic contexts to identify the risks and
conduct vulnerability and critically as-
sessments.

. The CISO must obtain accurate infor-
mation regarding what the consequenc-
es of the risk are and when they might
be exposed.

. Based on the assessment and during the
monitoring and review stage, the CISO

. should be able to decide the likelihood.
Then, the risk is evaluated in terms
of tolerance or acceptability to decide

Fig. 8. CISO Roles and Responsibilities

what the most suitable treatment is, 1.€.,
avoid, accept, mitigate, transfer, or ter-
minate.

. The CISO is completely responsible
for holding sessions between SMs and
making sure the security maturity level
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is equal across all campuses. Figure 8
summarizes those responsibilities.

5.3.3 Tactical Phase

In this phase, the CISO should develop a
comprehensive plan for recovering from
data breaches, including recovery objec-
tives, processes and procedures that ensure
the critical IT systems and applications
and other assets affected by future cyberat-
tacks are restored in a timely manner. The
plan should address all technical activity
required to restore the core services as well
as non-technical activity that affects the
people and procedures.

The SM is responsible for identifying peo-
ple, processes and technology assets that
are necessary to achieve the university
mission and then document the key person-

al who owns the data in the campus where
the SM is currently at. This is critical to
avoid messing with the data recovery pro-
cedures when there's an attack that needs
immediate contact with the data owner to
protect personal information from disclo-
sure.

5.3.4 Technical Phase

The last part in this proposed CSM focus
primarily on monitoring top information
assets located in each campus, with their
associated threats and vulnerabilities as
described in Table 3.

To appropriately protect and manage the
information assets hosted in the university,
the SM should document all the details in
the information

Table 3. Security Risks Threaten Academic Institutions

Information Asset Related Vulnerabilities

Related Threats

User credentials Terminated employee

Gain access to the network, Credential lost and
theft, User compromise

Device lost or stolen,
Malicious software

Personal data

Gain access to the network and to sensitive business
information, Ransomware

Information resources | Weak security controls

Unauthorized execution, Gain access to the
environment

University data Weak security controls

Disclosure, modification and destruction, poor data
hygiene, poor data management and governance

assets register, which typically provides
the following benefits:
Making the maintenance much easier
since the documentation is stored in a
single location.

Linking business requirements to in-
formation assets at an early stage.

Managing risks that threat the assets.

Controlling disposal and retention of
the assets easily.

Managing and monitoring accessibly,
usability, responsibility and accounta-
bility.

The CISO should monitor and track the
information assets register and prioritize
them based on the critically and the sever-

ity using the following attributes:
Asset name that should be meaningful.

Description that summarizes the con-
tent and the function of the asset.
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. User information that includes the cre-
ator owner

Asset value that clearly defines the sig-
nificance to the business.

. Asset lifecycle that addresses the reten-
tion rules and disposal action.

Asset access that manages privileged
users who have the right to update
change, share and managed the asset.

These key attributes are the checklist that
could be used for assessing the preliminary
value of the information assets and deter-
mining the risk. The checklist could also
be used during the most challenging phase,
1.e., the information audit and quality as-
surance.

6. Discussion

The main problem with the academic insti-
tutions is that there are always limitations
to apply an effective cybersecurity man-
agement system because the university in
general 1s dedicated to educational and re-
search purposes. Often, they do not focus
on implementing or applying an effective
cybersecurity management system while
collecting the data. Therefore, the Cyber-
security Management System (CMS) pro-
posed in this study is cost-effective and
designed specifically for academic institu-
tions to deliver safer and more trustwor-
thy environment to host critical data. The
system provides detailed procedures and
clear roles and responsibilities that need to
be followed. In this way, the system can
identify threats, evaluate the current secu-
rity controls, and then improve the design
if required. The expected benefits after

implementing the system include but not

limited to:

. Reducing possible avenues of attacks
and sensitive data exposure.

. Implementing consistent security con-
trols across the organization.

. Allowing security and non-security ex-
perts for investigating and checking the
compliance.

. Enhancing the cybersecurity posture
inside the organization.

. Improving data governance and estab-
lishing data ownership.

The process for understanding the secu-
rity threats existed in a system and deter-
mining the risks based on those threats is
complicated especially when there is no
solid CMS in place %, Therefore, it is
highly recommended to have an effective
CMS for academic institutions, willing to
convert information security requirements
into measurable and precise objectives,
consistent across all campuses. This will
help establish an appropriate mitigation
for common attacks.

7. Conclusion

This paper lays down an effective Cyber-
security Management System (CMS) that
should be implemented in most academic
universities since information is critical
from the time it is created until the time
it is destroyed. The system provides the
confidentiality, integrity and availability to
the data and ensures the life cycle from a
security perspective. The system should be
regularly reviewed and updated even there
1s no change occurs to the business. This is
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a mandatory step to be able to separate be-
tween evil outside world and semi trusted
inside.

The paper aims to provide a secure system,
capable of protecting the most valuable as-
set the university owns, such as data from
cyberattacks. The framework can also con-
trol diverse users with different levels of
privilege. The system includes policy and
procedures developed to ensure that cyber-
security in academic intuitions is success-
fully implemented. It also ensures the need
for smooth and unhindered access to the
information system is met since protecting
and securing information resources is ex-
tremely crucial while given access privi-
leges to users.
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