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Abstract

In this study of exploring the tradeoff between utility and privacy, we have used the S&P 500
data as a proof of concept, for Association Rule Data Mining using privacy-preserved data. The
purpose of choosing S&P 500 was that unlike synthetically generated data, S&P 500 index though
public, was real-world data nonetheless and hence incorporated in it all the political and social
events that occurred over the period of time under consideration. Secondly, we could use stock
price as a quasi-identifier. Any seasoned stockbroker would be able to identify the organization
simply by looking at the stock price fluctuations over a period even if the ticker information is
removed. And stock price is the most important variable used in any data mining related with
stock market. Hence, we had to perturb this one variable in order to test for anonymity and
utility. Finally, the data being numerical in nature helped us utilize the statistical data perturbation
techniques. Association rule mining techniques were first applied to the original data. The data
was then perturbed and, once again, using binary similarity algorithms, trend matching was
performed on the identified stocks from the original data. The three tests of different random data
generations were evaluated for data utility and privacy. The results re-emphasized on the tradeoff
between the data utility and privacy where greater perturbation meant greater privacy but higher
utility loss and vice versa.
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1. Introduction

As the amount of data and the ability
to store it grows exponentially in recent
times; legal, social and political issues sur-
rounding the relationship between collec-
tion and dissemination of this information
are becoming ever more complex. Data
privacy deals with many of these issues in
relation with the personally identifiable in-
formation. The primary focus of data pri-
vacy is to share data while keeping person-
ally identifiable information discrete. The
collection of this data can be from a wide

range of sources including but not limited
to healthcare, financial and location.

Most privacy protection techniques rely
on the suppression or generalization of the
“quasi-identifier” attribute such as loca-
tion, ethnicity, age, etc. There are various
ways to achieve this including techniques
like k-anonymity, I-diversity and data per-
turbation.

We looked at the data privacy problem
from a data mining perspective. With this
astronomical growth in data there is now
an increased effort from organizations to
utilize this data for insights which can lead
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to business profitability. Association rule
data mining is frequently used for this pur-
pose. The challenge, however, with data
mining is that few analysts have an exact
idea of what they are looking for before-
hand. In other words, they are unaware
of any significant relationships that they
might discover in data. Therefore, privacy
preserving techniques can have a signifi-
cant impact on the results which we might
get using association rule data mining.
Consequently, in a paper that appeared
in KDD 2008, Brickell and Shmatikov [!!
proposed an evaluation methodology by
comparing privacy gain with utility gain
resulting from anonymizing data, and con-
cluded that “even modest privacy gains
require almost complete destruction of the
data-mining utility”. We however, are not
as skeptic.

Thus, the primary objective of this pa-
per is to quantify the impact of data pertur-
bation techniques on association rule min-
ing. We performed this by first performing
association rule mining on S&P 500 data
to identify relationships that met a user-de-
fined support function. We then performed
data perturbation on the same data and ex-
ecuted the same association rule mining
functions to identify whether the original
patterns still existed and to what degree of
significance.

A secondary purpose was to utilize
stock market data to search for trends in
stock price movement. Data mining is be-
ing used extensively of late, with varying
degrees of success, to extrapolate for fu-
ture stock price movement. Many indi-

viduals and organizations are out to make
a profit out of any pattern identification
through data mining.

This paper is thus a practical implemen-
tation of data privacy and association rule
data mining techniques on real-world data
in order to discover interesting trends and
to quantify information loss using associa-
tive rule data mining.

2. Related Work

The tradeoff between privacy and utility
in data processing and usage is indeed a
crucial and complex topic in today’s dig-
ital age. It revolves around the challenges
of balancing the benefits of data utiliza-
tion for various purposes such as innova-
tion, research, and personalization with the
need to protect personal and sensitive data
and privacy rights. The tradeoff has gained
significant prominence due to the grow-
ing concerns about data breaches, surveil-
lance and misuse of personal information.
There exist many ways to protect personal
and sensitive data and one of them is data
perturbation which is one of the effective
solutions to deal with such a problem. In
1 the authors explore the privacy-pre-
serving aspects of random data perturba-
tion techniques, especially by focusing on
adding random noise or making random
modifications to the data to protect privacy
in data mining tasks.

In!", the paper introduces the concept of
anonymization which is a technique used
to protect individual privacy when pub-
lishing datasets for research and analysis.
It highlights the importance of balancing
privacy protection with data utility. The
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authors also discuss the inherent tension
between privacy preservation and the use-
fulness of data for data mining and analy-
sis. It delves into the challenges and costs
associated with achieving privacy through
data anonymization, particularly in the
context of data mining and analysis. It un-
derscores the need for a nuanced approach
to balancing privacy concerns with the
usefulness of data for research purposes.

Kargupta et al. ™ explore the concept of
privacy-preserving data mining and focus
on random-data perturbation techniques
as a means to protect individual privacy
while still enabling valuable data analysis.
It highlights the challenges and tradeoffs
involved in this field and calls for contin-
ued research to improve the effectiveness
and efficiency of privacy-preserving meth-
ods. This work is part of the broader effort
to reconcile the benefits of data mining
with the need to safeguard privacy in an
era of increasing data availability.

The paper in ' presents a fuzzy-based
data perturbation technique aimed at pre-
serving privacy while allowing for mean-
ingful data mining. This technique lever-
ages fuzzy logic to introduce controlled
perturbations into the data, adding a layer
of uncertainty that protects individual re-
cords. Liu et al. "'l present a privacy-pre-
serving data mining technique that com-
bines random projection and multiplicative
perturbation to enable distributed data
mining while protecting individual priva-
cy. It includes an experimental evaluation
of the approach and discusses its applica-
tions in various domains. This work con-

tributes to the ongoing efforts to develop
effective privacy-preserving techniques
for data mining in distributed and collab-
orative settings.

Int"2], the authors propose a privacy-pre-
serving technique based on geometric data
perturbation. Geometric perturbation in-
volves transforming the data points in a
way that preserves the overall data dis-
tribution and statistical properties but ob-
scures individual data values. The paper
also compares its proposed approach to
other privacy-preserving techniques, high-
lighting its advantages and limitations in
the context of outsourced data mining.

The literature also discusses the securi-
ty of databases, in ¥l the authors discuss
the importance of ensuring the security of
sensitive information stored in databases,
especially in the context of potential unau-
thorized access or breaches. They propose
an additive data perturbation technique as
a means of enhancing database security.
The additive perturbation used involves
introducing controlled noise or random
values to the original data, making it more
challenging for malicious actors to extract
meaningful information.

Kiran and Shirisha 'Y present a priva-
cy preservation technique in the context of
data mining, specifically focusing on k-an-
onymization. K-anonymization is a meth-
od for ensuring that each record in a dataset
1s indistinguishable from at least k-1 other
records, making it more challenging to
identify individual data points. The algo-
rithm involves selecting suitable attributes
for generalization, deciding on a suitable
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value of k, and applying perturbation tech-
niques accordingly. Their work contributes
to the ongoing efforts to protect individual
privacy while extracting valuable insights
from data.

In 5 the authors propose a data per-
turbation technique based on min-max
normalization. Min-max normalization is
a commonly used data scaling technique
that transforms data values into a specified
range (usually [0, 1]). The normalization
process may be used to obscure the original
data values while preserving the relative
relationships between data points. The pa-
per concludes by summarizing the contri-
butions and significance of their perturba-
tion technique in the context of data mining
and privacy preservation. It also suggests
directions for future research, such as opti-
mizing the perturbation process or explor-
ing its applicability in specific domains.

In['%! authors proposed a new index, tu-
ple-relation, which reflects the association
strength between POI sets in an indoor en-
vironment. This index considers the poten-
tial association information such as spatial
and semantic information between indoor
POI sets.

In [ authors have proposed a formal
approach for feature extraction by first ap-
plying feature selection heuristics based on
the statistical impurity measures, the Gini
Index, Max Minority, and the Twoing Rule
for obtaining the top 100-400 genes. Then
the associative dependencies between the
genes were analyzed and assigned weights
to the genes based on their degree of partic-
ipation in the rules. The authors introduced

a weighted Jaccard and vector cosine sim-
ilarity measure to compute the similarity
between the discovered rules. Finally, the
rules were grouped by with hierarchical
clustering.

In the context of exploring data mining
techniques used in finding causal relation-
ships in the stock market, there exist many
published papers in the literature such as in
[21, [31, (41, [5). [6] gpd (71,

3. Data Preprocessing: Why Process the
Data?

We used S&P 500 data for the year 2012
for association rule data mining. We uti-
lized this data because it encompassed in
itself all the economic, social and political
distortions of the real world. The data was
acquired from the Wharton Research Data
Services (WRDS) database, owned by The
Wharton Business School, University of
Pennsylvania.

We started the data cleaning process by
removing incomplete values and null data.
There were a few companies which had
joined the S&P index during 2012 and did
not have data for the complete year. Hence
companies like ABBV, ADT Corp, DLPH,
DG to name a few were removed from the
final dataset. In addition, we removed the
day of October 29th, 2012 from the data-
set since this was the day hurricane Sandy
struck New York and stock market was
closed for that day. Hence once our data
cleaning tasks were complete, our list was
reduced to four hundred and eighty eight
companies from the original 500 once we
removed the companies with incomplete
data for the year of 2012. We now had 250
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days of trading data for these companies.

Data preprocessing is the most impor-
tant stage and one of the essential parts
while doing data mining tasks, it is said
that the more time you spend on your data
preprocessing the better and more accurate
results you will get from your data mining
analysis.

In this project, we used several tools to
facilitate the data preprocessing process.
The tools employed were Weka 3, MS Ex-
cel, MS Access and IBM SPSS.

a.Weka

Weka (Waikato Environment for
Knowledge Analysis) is a free software
written in Java under the GNU General
Public License, developed at the Univer-
sity of Waikato, New Zealand. It is a data
explorer utility which can be used for data
understanding and exploration in order to
better understand data for preprocessing.
Weka gains its popularity due to ease of
use, and its visualization tools and algo-
rithms for data analysis. It contains tools
for preprocessing, classifying, clustering,
and association data mining.

b. Excel

Excel is a powerful tool for data pro-
cessing. We used MS Excel primarily for
data reduction as well as normalization and
transformation. Excel was used for trans-
forming the numbers into binary attributes,
also, transforming some large values and
to reduce them to a smaller scale, helping
to better compare different data sets. Fur-
thermore, we added the binary stock price
trend in addition to the binary transforma-
tion using excel.

c. Access

We utilized MS Access to extract data
from Excel files for each company inde-
pendently. Hence, by using MS Access
and SQL (Structured Query Language),
we retrieve our data for the format that we
want and put it in separate files to get the
maximum use of it in further analysis in
SPSS. For instance, we executed queries
that extract the binary price movement and
the trend attribute from the original table
and rearranged it again by date in a new
spreadsheet.

4. Approach and Analysis

After preprocessing the S&P 500 data-
set for the year of 2012, we used two ap-
proaches to achieve our goals; converting
stock prices into binary values and chang-
ing them into trends. The objective was to
perform association rule mining in order to
identify similar trends in individual stock
price movements over the year. Hence the
stock price was converted into binary val-
ue and then to convert that binary value
into a weighted moving average to reflect
a trend. Finally, once the trends have been
generated for the companies, we used Sim-
ple Matching Coefficient (SMC) to mine
for similar trends among different stocks.

Hence the stock price was converted
into the binary value using the equation
V (d) =p (d) —p (d-1). Here, V (d) is the
difference in stock value on day d, p (d) is
the price of stock on day d, while p (d-1)
is the price of same stock on the previous
day. So, if V is greater than zero then the
binary value is 1 else is 0. Once we had the
binary stock price values, we then convert-
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ed them into binary trend values using a
five-day moving average with a “Recency
Bias”. The following equation was used to
convert the binary stock values into trend:
Td=(V () *1)+(V(d-1)*0.8)+
(V (d-2) *¥0.6) + (V (d-3) *¥0.4) + (V (d-4)
*0.2)) / 3, where T is the trend value for
the day d, and V is binary daily movement
value for day d. Hence, if the value of T
is greater than 0.5, then binary trend value
for day d is 1 else it is 0.

Once stock price trends for selected
companies were calculated, the data was

then uploaded to IBM SPSS Statistics
software for data analysis. SPSS contains
various data mining techniques including
correlation and association rule mining.
We used the Simple Matching Coefficient
algorithm for similarity analysis between
various stock price trends. SMC was pre-
ferred over other similarity measures be-
cause it takes into consideration both 1s
and Os matches, meaning that in our case it
took both up and down movement in stock
prices. The following Table shows the sim-
ilarity matrix generated by SPSS:

Table 1: Proximity matrix using SPSS.

Proximity Matrix
A AA AAPL ABC ABT ACE CAN ADBE ADI ADM ADP ADSK AEE AEP AES
A 1 0.62 0.518 0.584 0.535 0.563 0.669 0.653 0.669 0.547 0.62 0.682 0.58 0.539 0.604]
AA 0.62] 1 0.531 0.58 0.547 0.624 0.584| 0.633 0.6 0.559 0.6 0.58 0.527 0.6 0.608'
AAPL 0.518| 0.531 1 0.478 0.576 0.43 0.522 0.571 0.555 0.531 0.58 0.576 0.49 0.514 0.588'
ABC 0.584] 0.58 0.473 1 0.535 0.62 0.571 0.588 0.547 0.62 0.596 0.584 0.62 0.62 0.596I
ABT 0.535 0.547 0.576 0.535 1 0.637 0.629 0.596 0.604/ 0.571 0.653 0.559 0.604 0.604 0.645'
ACE 0.563 0.624 0.49 0.62, 0.637 1 0.576) 0.6 0.576 0.6 0.641 0.62 0.633 0.641 0.616|
CAN 0.669 0.584 0.522 0.571 0.629 0.576 1 0.682 0.665 0.657 0.616 0.629 0.559 0.608 0.608'
ADBE 0.653 0.633 0.571 0.588 0.596 0.6 0.682 1 0.722] 0.641 0.649 0.678 0.551 0.641 0.616|
ADI 0.669 0.6 0.555 0.547] 0.604 0.576 0.665| 0.722 1 0.649 0.624 0.653 0.551 0.6 0.665]
ADM 0.547| 0.559 0.531 0.62 0.571 0.6 0.657 0.641 0.649 1 0.645 0.596 0.641 0.673 0.633]
ADP 0.62 0.6 0.58 0.596 0.653 0.641 0.616 0.649 0.624 0.649 1 0.645 0.649 0.665 0.649
ADSK 0.682 0.58 0.576 0.584 0.559] 0.62 0.629| 0.678 0.653 0.596 0.645 1 0.473 0.588 0.62
AEE 0.58 0.527 0.49 0.62] 0.604 0.633 0.559 0.551 0.551 0.641 0.649 0473 1 0.682 0.624|
AEP 0.539 0.6 0.514 0.62] 0.604 0.641 0.608| 0.641 0.6 0.673 0.665 0.588 0.682 1 0.673
AES 0.604 0.608 0.588 0.596 0.645 0.616 0.608 0.616 0.665 0.633 0.649 0.62 0.624 0.673 1

From the stock prices of 150 companies
analyzed, the following 2 groups of com-
panies (ATI, CLF) and (CMA, BBT) had
a similarity coefficient of greater than 0.8.

The next table illustrates that:
Table 2: Similarity table.

Proximity Matrix
Simple matching Measure
ATI CLF CMA BBT
ATl 1.000 824 678 637
CLF 824 1.000 624 665
CMA 678 624 1.000 812
|BBT 637 665 812 1.000

Figure 1 and Figure 2 below show the
actual stock price movement for the 2
groups of companies for the year of 2012.
We can see from the diagrams that the stock
prices of the companies grouped together
followed a similar trend over the year.
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Figure 1: ATI and CLF stock price trends.
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5. Data Obfuscation

Once we had identified the two trends
from associative analysis that were above
our confidence threshold, we proceeded to
apply the data privacy techniques on this
data and perform the similar association
rule mining using SMC.

Many application domains nowadays
require having data shared from multiple
sources, which can range from passing
data to a single party or having data shared
among many entities for the need of get-
ting use of it to do some analysis, in our
case, data mining.
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Figure 2: CMA and BBT stock price trends.

Data perturbation is one of the effective
solutions to deal with such problem. Our
data obfuscation technique perturbs the
price of each stock by using a randomiza-
tion approach. So, the stock price data of
the four companies which exhibited high
similarity using SMC were perturbed us-
ing randomized normal distribution.

To illustrate this, we assumed that
original stock values are X1, X2, ..., Xn.
In order to hide these values, we generate
a random normal probability distribution
Y1, Y2, ..., Yn. The new perturbed stock
values will be generated by adding these

two values X1+Y1, X2+Y2, ..., Xnt+Yn.
Three different normal random distribu-
tions were used to analyze the impact on
data utility. We kept the mean of the ran-
dom normal probability distribution at 43
(this is an arbitrary number; here we took
it simply because the average value of the
four stock prices over the year was 43). We
took the standard deviation values of 10, 3,
and 1 to the random probability distribu-
tion to generate 3 varying distributions in
order to compare the loss in data utility for
different levels of data perturbation.

6. Results

The following Figure exhibits the new
proximity matrices generated by IBM
SPSS using perturbed data generated from
the three different random normal proba-
bility distributions. The three proximity
matrices exhibit the similarity coefficients
from each random normal probability dis-
tribution. We also calculated a data loss
matrix for each random distribution where
the original matrix was used as the base
reference. Data loss was calculated using
the following equation: |[(OV-PV)/OV|.
Here, OV is the original similarity coeffi-
cient while PV is the perturbed coefficient
value.
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Proximity Matrix Data Loss Matrix
Mean 43
StDev 10
Me an 43
S5tDev 3
Mean 43
StDev 1
Avg Data Loss 15%

Figure 3: Proximity matrices after applying the perturbation method used.
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7. Conclusion

Our results concluded that the similarity
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to data loss, but the data was not complete-
ly rendered useless. Hence we believe that
degree of privacy and utility loss will de-
pend on the external variables like regu-
lations and business requirements. Not all
businesses, data types or regulations will
require the same amount of privacy and
hence varying degrees of data perturba-
tions can be used to fulfill the maximum
constraints.
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