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Abstract
The Internet of Things (IoT) has been considered an innovative integrated solution that opened 
opportunities for intelligent appliances to communicate over the Internet. However, IoT suffers 
from various cybersecurity threats because of its openness and the constraints of the used 
devices that share substantial amounts of classified information. Artificial intelligence (AI) is 
an effective key technology in solving cybersecurity issues. Cybercriminals are adopting AI 
techniques to conduct sophisticated attacks on IoT environments. Precise and elusive attacks 
across various applications have exemplified the deliberate employment of artificial intelligence 
for malicious intentions. Threat actors are constantly changing and improving their attack 
strategies with particular emphasis on applying AI-driven techniques in the attack process, called 
AI-based cybersecurity attacks, which can be used with conventional attack techniques to cause 
considerable damage. Moreover, AI techniques can be utilized in cyber-attack countermeasures 
and have proven effective. Unfortunately, these types of attacks and countermeasures have not 
been investigated enough in the existing literature. This paper surveys the current studies of AI-
based cybersecurity attacks and countermeasures in the IoT environment. The aspects captured 
by this paper highlight future research in this field and will assist in recognizing the power and 
impact of using AI in cybersecurity, especially in the IoT environment.
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1. Introduction

IoT devices have become our all-time 
companions as technologies emerge and 
play a crucial role in our day-to-day lives. 
Millions of IoT devices, embedded sys-
tems, and applications have enhanced our 
lives, making them more accessible, faster, 
productive, convenient, and, most impor-

tantly, automated. It is expected that from 
2023 to 2025, the number of IoT devices 
will rise from approximately 14.4 billion 
to 27 billion active devices[1]. However, 
the booming demand for the technologies 
poses many major security issues in our 
day-to-day activities and critical infra-
structures. Cybercriminals are adopting 
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AI techniques to conduct sophisticated at-
tacks on IoT networks [1]. 

Thus, this paper’s main objective is to 
survey the studies found in the literature 
investigating AI-based cybersecurity at-
tacks and countermeasures in IoT environ-
ments where AI techniques, such as ma-
chine learning and deep learning, are used. 
The survey targets the efforts from 2018 
until 2023. Almost 80+ papers were inves-
tigated and analyzed. The range of years 
was chosen to encapsulate the emergence 
and development of IoT as a distinct field 
and its intersection with AI for cybersecu-
rity purposes. The keywords used are AI 
attacks, AI countermeasures, IoT cyber-at-
tacks,  IoT security challenges, and AI and 
Cybersecurity. 

This paper aims to assist network and 
cybersecurity experts and researchers in 
focusing more on throttling the harmful 
usage of AI techniques in IoT and other 
network systems. In addition, it encour-
ages the positive use of AI techniques to 
defend and protect against IoT network at-
tacks. 

The remainder of this paper is struc-
tured as follows: Section 2 presents a 
background on IoT and its main compo-
nents. Section 3 explains how artificial 
intelligence techniques are used in cyber-
security attacks. Section 4 discusses the 
AI-based cyber-attack countermeasure in 
IoT networks. Section 5 discusses using 
AI approaches in cybersecurity. Section 6 
concludes the paper with future research 
directions and recommendations.

2. Internet of Things (IoT) Background

This section provides an overview of 
the infrastructure and components of IoT 
networks and describes the main applica-
tions of IoT networks.

2.1 IoT Components

The Internet of Things (IoT) pertains 
to the interconnection of physical objects, 
such as devices, vehicles, buildings, and 
various items equipped with sensors, soft-
ware, and network connectivity. This ena-
bles these objects to gather and exchange 
data. Although the idea of IoT has existed 
for many years, it has recently gained sig-
nificant recognition and acceptance [2].

The history of IoT can be traced back to 
the 1980s, when the first IoT-like devices, 
such as barcode readers and automated tell-
er machines (ATMs), were introduced[3]. 
However, it was not until the late 1990s 
and early 2000s that the term "Internet of 
Things" was coined, and technology began 
to gain traction.

The phrase "Internet of Things" was 
initially used in a presentation about the 
potential for RFID technology to connect 
everyday objects to the Internet in 1999 by 
Kevin Ashton, a researcher at the Auto-ID 
Center at MIT. In the following years, the 
creation of inexpensive microcontrollers 
and wireless communication standards like 
Wi-Fi and Bluetooth prepared the path for 
the widespread use of IoT devices [4]. Since 
then, IoT has seen tremendous growth and 
development. According to a report from 
the International Data Corporation (IDC), 
the worldwide IoT market is expected to 
grow from $157 billion in 2019 to $1.1 tril-
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lion in 2027 at a compound annual growth 
rate of 21.5% during the forecast period [5].

IoT is being adopted across a wide 
range of industries. For example, IoT de-
vices are used in the manufacturing indus-
try to monitor and optimize production 
processes. In contrast, they track patients' 
vital signs in the healthcare industry and 
improve medical treatments. Additionally, 
cities worldwide use IoT to manage public 
services like lighting and waste manage-
ment [6]. The following explains IoT com-
ponents and how they interact, according 
to [2]:
1. Sensors and actuators:  IoT devices 

have several sensors and actuators used 
to collect data and perform actions. 
Sensors can measure temperature, hu-
midity, motion, or sound, while actua-
tors can control things like lights, mo-
tors, or valves.

2. Data collection: The sensors in IoT 
devices collect data and send it to the 
device's processor for processing. This 
data can be sent to the cloud for storage 
and analysis or processed locally on the 
device.

3. Communication: IoT devices use 
wireless communication technologies 
to send and receive data. Some stand-
ard technologies include Wi-Fi, Blue-
tooth, Zigbee, and cellular networks. 
IoT devices can also communicate with 
other devices and systems using the in-
ternet protocol (IP).

4. Data processing and analysis: The 
data collected by IoT devices is pro-
cessed and analyzed to extract mean-

ingful insights. This can be done local-
ly on the device or sent to the cloud for 
further processing and analysis.

5. Actuation: Based on the data and in-
sights gained, IoT devices can actuate 
and perform various tasks. For exam-
ple, an IoT-enabled thermostat might 
adjust the temperature in a room based 
on the data it receives from tempera-
ture sensors.

6. Remote access and control: Many 
IoT devices provide remote access and 
control through a smartphone applica-
tion or a web portal. This allows users 
to monitor and control their devices 
from anywhere, anytime.

IoT systems can be simple or complex, 
depending on the application. Some devic-
es may only need to send a small amount 
of data to a single endpoint, while others 
may involve multiple devices and systems 
communicating [7].

IoT has the potential to bring many ben-
efits, such as increased efficiency, reduced 
costs, improved decision-making, and bet-
ter lives for people. However, it also has 
raised concerns about data privacy, securi-
ty, and lack of standardization [8].

2.2 IoT Network Applications

The Internet of Things (IoT) is a net-
work of objects with sensors, software, 
and connectivity that can collect and share 
data. These objects include smartphones, 
laptops, home appliances, vehicles, and in-
dustrial equipment. Some examples of IoT 
uses are explained below.

2.2.1. Smart Cities 

A smart city is an urban area that lever-
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ages technology and data to enhance the 
well-being of its residents. The primary 
aim of a smart city is to tackle the issues 
associated with urbanization, such as traf-
fic congestion, environmental pollution, 
and limited resources. These cities employ 
various technologies, including the Inter-
net of Things (IoT), advanced data anal-
ysis, and cloud computing, to accomplish 
this objective. These technologies help 
to collect and analyze data from multiple 
sources like sensors, cameras, and other 
devices. The sources are then used to in-
form decision-making and improve the 
delivery of public services, transportation, 
energy, healthcare, and education. Specif-
ically, IoT is used to optimize transpor-
tation networks, manage energy, improve 
public safety, monitor environmental con-
ditions, and optimize building operations. 
Implementing these technologies in smart 
cities can improve the quality of life for 
citizens, reduce costs, reduce resource us-
age, and increase the overall efficiency of 
urban systems [9]–[11].

2.2.2. Smart Grids

A modernized electrical grid, known as 
a smart grid, uses advanced technology to 
monitor and control the flow of electricity 
from power plants to consumers. The smart 
grid aims to improve efficiency, reliability, 
and sustainability while providing a more 
flexible and responsive electricity system 
that can adapt to changing energy needs 
and demands. The smart grid is designed to 
be more efficient, dependable, and secure 
than traditional grids, enabling the integra-
tion of renewable energy sources such as 

wind and solar power. Smart grid features 
include two-way communication between 
devices and the power grid, advanced sen-
sors and control systems, more effective 
use of renewable energy, advanced meter-
ing infrastructure, and increased security 
with advanced cybersecurity measures. 
The IoT technology can be employed in 
smart grids to enhance efficiency, reliabil-
ity, and sustainability while empowering 
customers with more control over their en-
ergy consumption [12]–[14].

2.2.3. Smart Homes
Smart homes leverage IoT technolo-

gy to connect various devices and appli-
ances, such as lights, thermostats, secu-
rity systems, and appliances, providing 
a more convenient and energy-efficient 
living environment. Homeowners can re-
motely control and monitor their smart 
home using a smartphone application, or 
voice commands through a smart speaker, 
such as Amazon Echo or Google Home. 
Smart home technologies can automate 
various tasks, such as adjusting the ther-
mostat, turning off lights, or setting secu-
rity alarms. Additionally, smart home sys-
tems enable homeowners to monitor their 
homes remotely using video cameras or 
other sensors. The objective of using IoT 
in a smart home is to make it more conven-
ient for homeowners to manage their liv-
ing environment while enhancing energy 
efficiency and security [15]–[17]. 

2.2.4. Smart Cyber-physical Systems (CPS)
Cyber-physical Systems (CPS) com-

bine computation and physical process-
es to enable real-time control of physical 
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processes. Smart cyber-physical systems 
(SCPS), a subcategory of CPS, can make 
decisions based on data and knowledge, 
and they often integrate sensors, actua-
tors, and computing elements. SCPS can 
be used in various applications, such as 
transportation and manufacturing systems, 
and are designed to be self-adaptive, using 
machine learning algorithms or following 
predetermined plans to improve efficien-
cy, reliability, and safety. IoT devices can 
be used to collect and transmit data from 
sensors and actuators to a central system 
for analysis and control, enabling remote 
monitoring and control of CPS. Integrat-
ing IoT technologies into CPS can enhance 
their performance, reliability, and efficien-
cy, allowing them to adapt and respond to 
changes in their environment or operating 
conditions [18]–[20].

2.2.5. Smart Transportations

Smart transportation aims to enhance 
transportation systems' efficiency, safe-
ty, and sustainability using technology 

[21]–[23]. It can include various technologies 
such as intelligent transportation systems 
(ITS), Connected and Autonomous Vehi-
cles (CAVs), public transport, and active 
transportation. ITS uses sensors, camer-
as, and other technologies to collect data, 
optimize traffic flow, reduce congestion, 
and improve safety. CAVs have sensors 
to communicate with other vehicles and 
infrastructure and operate independent-
ly. Smart transportation also involves im-
proving public transportation systems and 
promoting active transportation through 
technology such as real-time data, smart 

ticketing systems, bike-sharing systems, 
and pedestrian-friendly streets. IoT tech-
nologies can enhance transportation sys-
tems' efficiency, safety, and sustainability 
in traffic management, public transpor-
tation, and infrastructure maintenance. 
Smart transportation aims to create more 
efficient, safe, and sustainable transporta-
tion systems that cater to the needs of com-
munities and individuals.

2.2.6. Wireless Sensing Network (WSN)
Wireless sensing networks (WSNs) are 

networks of wireless sensors that are de-
ployed to monitor and collect data from 
physical or environmental conditions 
[24],[25]. These sensors are typically small, 
low-power devices with various sensors 
such as temperature, humidity, pressure, or 
motion. They can communicate wirelessly 
with each other and with a central device 
or server. WSNs are used in various appli-
cations, such as monitoring the environ-
ment, collecting data from remote or hard-
to-reach locations, and providing real-time 
data for control and decision-making. They 
are often deployed in agriculture, industri-
al automation, healthcare, and military and 
defense. WSNs can monitor and collect 
data from various physical and environ-
mental conditions, including temperature, 
humidity, pressure, motion, sound, light, 
and more [26]. They can be used to detect 
and track the movement of objects, mon-
itor the health of plants and animals, and 
collect data on environmental conditions 
such as air quality, water quality, and soil 
moisture.
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3. AI-Based Cybersecurity Attacks on 
IoT Networks

Artificial intelligence is a discipline that 
focuses on addressing problems and sim-
ulating cognitive abilities. It is a multidis-
ciplinary field incorporating various ma-
chine learning and deep learning methods 
to develop intelligent machines capable of 
performing diverse tasks.

Since IoT devices are typically intro-
duced to accomplish simple tasks, they do 
not have security mechanisms against cy-
ber threats [27]. Therefore, IoT networks are 
vulnerable to several attacks and security 
threats. Several studies have been conduct-
ed to analyze IoT attacks and categorize 
them. For instance, attacks on IoT devices 
can be classified by network layer affected 
as in [28], on which critical infrastructure it 
occurs as in [29], or by attack vector as in [30].

As technologies advance, merging AI 
and IoT allows IoT devices to operate 
smartly and help them make decisions 
based on their data and experience [31]. Cy-
bersecurity attacks also take advantage of 
these advancements and utilize capabili-
ties to launch complicated and sophisticat-
ed attacks on IoT devices and networks [32]. 
These attacks aim to control AI systems 
and maliciously change their behavior. 
Attacking an AI system can be through 
data poisoning, tempering of categoriza-
tion models, backdoors, etc. [33]. The sec-
tions below list common and most recent 
AI-based attacks targeting IoT devices and 
networks.

3.1. Data Poisoning/False Data Injecting

Data poisoning involves injecting false 
and polluted data over a prolonged peri-
od into the AI training dataset to produce 
a flawed model and alter the behavior of 
an AI system maliciously or at least as the 
attacker (injector) wants the system to be-
have [34] [35]. The flawed model frequently 
resembles a good model, yet it gives the 
opponent certain evil leverages [36].

AI data poisoning attacks usually target 
AI systems in a continuous learning phase 
during their operational life, accepting and 
analyzing data to make predictions and ad-
justing them based on the constant accept-
ance of datasets [34]. 

Data poisoning can be categorized as 
poisoning datasets, models, and algo-
rithms. In dataset poisoning, mislabeled 
raw data are injected into the AI dataset to 
classify data and process it later for a spe-
cific action or decision. This misleading 
and mislabeled data allows AI to alter the 
machine learning models’ accuracy [34]. 

The second type of poisoning affects AI 
models. As some AI models are publicly 
available for organizations, some AI mod-
els can be potentially dangerous and have 
poisoned data affecting the organizations’ 
supply chain [37]. BadNet is an example of 
an AI model that some users or organiza-
tions could outsource and use as a trained 
AI model. BadNet poisoned a deep learn-
ing neural network to classify US street 
sign classifiers and injected a backdoor 
that identified stop signs as speed limit 
signs instead. This caused autonomous ve-
hicles and passengers to face severe safety 
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situations [38].
The third type of poisoning occurs in 

AI algorithms, especially in the federated 
learning type. In federated learning and for 
data protection and user privacy, the learn-
ing process is conducted on small models 
of users’ data on their own devices. Then, 
the resulting models are combined to form 
the final model rather than collecting us-
ers’ sensitive data into a single dataset for 
further processing [34]. However, if the 
algorithm uses an attacker's data, the at-
tacker will have the opportunity to poison 
the data and further poison the model [34]. 
Polluted models injected into AI systems, 
especially in the training phases, are one 
of the most dangerous attacks that would 
target AI systems [39]. 

Shen et al. [39] proved that it is possible 
to inject a Trojan virus into the real Go AI 
that changes the AI's predefined actions 
and manipulates it intentionally and main-
tained undetected. They prove that 3.2% of 
poisoned data is enough to poison the AI 
effectively and change its behavior to the 
intended ones.

In [40], Nguyen et al. proved that IoT in-
trusion-detecting systems (IDS) based on 
federated learning types of AI are suscepti-
ble to poisoning attacks. The author slowly 
injected a backdoor to the aggregated de-
tection model to mislead the model to clas-
sify the injected poisoned data as normal 
data to avoid being detected by the IDS.

3.2. Phishing Attacks

Phishing attacks include sending sev-
eral copies of the same message or ro-
bo-phone calls to target victims to either 

deceive them to gain sensitive information 
or persuade them to do harmful actions [41]. 
These attacks can be automated through 
AI services, such as Google’s assistant, 
which can make calls on someone's behalf. 
Imagine an AI bot is instructed to target a 
specific victim, then calls their colleague, 
which is previously located using social 
media data, then clones the colleague's 
voice through deepfake “Speech synthe-
sis” techniques, later calling the victim us-
ing their colleague’s voice to degrade their 
trust [41].

In IoT networks, eavesdropping is one 
of the common cyber-attacks that occurs. 
Eavesdropping is a passive attack. It breaks 
down the confidentiality and privacy of the 
data transferred through the network by il-
legally listening to opened ports of unse-
cured devices [42]. An attacker can intercept 
real-time personal communication, such 
as emails, instant messages, video calls, 
or any confidential data, without the au-
thorization of the communication parties. 
Detecting eavesdropping attacks is par-
ticularly challenging because the network 
transmissions will appear to operate nor-
mally. With the rise of IoT, this attack be-
came more difficult and can result in fail-
ures on the personal and financial fronts [9], 

[42].

3.3. AI-based Malware Obfuscation Tools

Numerous programs can get assistance 
from AI to complete a specified goal in the 
attacker's interests. For example, AI can 
assist in intelligently obfuscating malware 
code that can be quickly injected into IoT 
networks. Machine learning models can 
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be used to hide the malicious intentions of 
malware and extend the offensive time [41]. 
Advanced metamorphic malware with the 
obfuscation feature can change its infra-
structure with every attack. If an IoT de-
vice gets infected with such malware, even 
if detected, the malware can change its in-
ternal structure and infect other devices on 
the IoT network. ADVERSARIALuscator 
is an innovative method of using deep re-
inforcement learning to adversarial obfus-
cate malware at the opcode level [43].

3.4. Attack Vectors Identification
AI can assist adversaries in detecting 

and choosing the preferable entry point 
to exploit a system, i.e., attack vectors. 
Statistical models of an organization's at-
tributes are used to predict the number of 
intrusions it receives. Then, AI trains a 
model on similar information to select the 
weakest organization and the most potent 
attack vector [41].

Since IoT devices have limited resourc-
es and, therefore, limited security mecha-
nisms, detecting attack vectors suitable for 
a specific IoT device increases the attack's 
success. For example, a successful attack 
on the base node/device of an RFID-pow-
ered inventory control system could lead 
to the shutdown of the entire network [30].

3.5. AI Attack Automation

Attack automation on systems and de-
vices makes things easier, gives adversar-
ies more flexibility, and allows them to run 
more extensive campaigns that rely less on 
C2 signals. Attackers use AI to intelligent-
ly adapt their malware and other attacking 
methods to unfamiliar or new environ-

ments and search for potential targets[41]. 
IBM researchers were able in Black Hat’18 
to demonstrate how malware may trigger 
itself using Deep Learning (DL). By rec-
ognizing a target's machine and analyzing 
the victim's face, voice, and other char-
acteristics, DL was used onsite to extract 
critical information [41]. 

Falco et al. [44] proposed an AI planning 
tool that automatically identifies attack 
trees that compromise several IoT and 
smart cities' critical systems and infra-
structure. In addition, Recurrent Neural 
Network RNN-based models have been 
applied to automate the password-cracking 
process of IoT devices [45].

3.6. Speech Synthesis Attacks on IoT 

Devices

Advancements in the malicious utili-
zation of deep learning have enabled at-
tacks to develop synthesis tools to create 
fake audio or videos of known politicians, 
CEOs, celebrities, etc. These tools learn to 
intelligently imitate individuals' voices or 
videos [46].

Statistical parametric speech synthesis 
is an emerging data-driven machine-learn-
ing approach that develops speech synthe-
sis. This method uses a time-series sto-
chastic generative model, typically HMM, 
to simulate several acoustic characteris-
tics [47]. By modifying background models 
acquired from other speakers based on 
the standard model adaptation approach-
es from speech recognition, HMM-based 
speech synthesizers can also learn speech 
models from modest quantities of speak-
er-specific data[47].
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One of the well-known speech synthesis 
attack incidents happened to a UK-based 
energy company when the managing di-
rector was defrauded by a phone call and 
believed his boss ordered him to transfer 
an amount of money to a Hungarian sup-
plier account. Although the director found 
it a strange demand due to the accuracy 
of the voice, he could not but commit the 
order and found later that the amount of 
money had been transferred to a German 
account instead [48]. 

Smart speakers, e.g., Amazon Alexa 
and Google Home, and many IoT devices 
are considered Voice-Controlled Systems 
and hence suspected of voice spoofing/
cloning and speech synthesis, especial-
ly after the COVID-19 crisis. Attacks on 
those Voice-Controlled Systems increased 
to gain unauthorized access to devices and 
bypass the authentication mechanisms of 
many businesses and organizations. Deep 
learning algorithms facilitate the synthetic 
formation of voice commands [49].

Wenger et al. [50] proved in their study 
that deep neural network DNN-based 
speech synthesis tools, such as Microsoft 
Azure, Amazon Alexa, etc., can be used to 
fool smart speakers.

These attacks could be linked to 
voice-cloning attacks or voice replay at-
tacks. A replay attack occurs when an at-
tacker eavesdrops on a secure network 
communication, intercepts the acknowl-
edgments, and then fraudulently delays 
or misdirects the receiver into doing what 
the adversary wants through the message 
replay [51]. This attack interferes with how 

devices in the network typically operate, 
forcing them to conduct operations that 
they should not, or it directs the outcomes 
in a direction the attacker desires. Because 
the entire message may be replayed to ac-
quire access to the server, replay attacks 
are more straightforward to implement 
after packet seizing because subsequent 
stages do not require sophisticated abilities 
for message decryption [52]. Replay attacks 
are harmful as they challenge the confiden-
tiality and integrity of the communicated 
data and could increase network conges-
tion and interference, causing route distur-
bance and bandwidth reduction [51].

4.The Use of AI to Countermeasure 
Cyber-Attacks on IoT Networks

AI has the potential to revolutionize 
existing security techniques. By leverag-
ing the power of machine learning, deep 
learning, and automation, AI can improve 
the overall cybersecurity posture of an IoT 
network and help protect its infrastructure 
and data. This section discusses how AI is 
being used to countermeasure IoT network 
attacks.

4.1. Preventing Poisoning Attacks

As discussed earlier, data, AI models, or 
algorithm poisoning attacks are common 
AI-based attacks. AI approaches can also 
be utilized to countermeasure this catego-
ry of attacks. Sagduyu et al. [53] employed 
a Feedforward Neural Network (FFN) to 
defend against poisoning attacks in IoT 
networks. They also introduced a Stackel-
berg game approach to optimize the per-
formance of the defense mechanism over 
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the FFN algorithm. These results offer new 
perspectives on effectively attacking and 
defending IoT networks with a high suc-
cess rate.

The work in [54] introduced the 'Dee-
pRing' architecture that merges CNN ar-
chitecture with some aspects of blockchain 
technology to detect and prevent attacks. 
Within each block of DeepRing, essen-
tial information aids in authenticating the 
block to prevent tampering. The DeepRing 
architecture can detect and thwart attacks, 
whether at each block's parameter or input 
levels, referred to as network-level attacks. 
It has been observed that CNN models 
lacking blockchain integration are suscep-
tible to tampering. However, incorporating 
blockchain technology into CNN, as seen 
in DeepRing, effectively eliminates net-
work-level attacks on CNN. MNIST and 
CIFAR-10 datasets were used to train and 
obtained a 99.07% and 83.89% accuracy 
rate, respectively.

Authors in [55] proposed a defense strat-
egy for identifying poisonous data to train 
an arbitrary supervised learning model by 
using contextual information about the or-
igin and transformation of the data points. 
This approach can be used with or without 
a trusted test dataset and effectively detects 
and mitigates poisoning attacks in IoT en-
vironments with reliable provenance infor-
mation.

4.2. Spoofing and Tampering Detection
Supervised learning methods, such as 

Frank-Wolfe (dFW) and incremental ag-
gregated gradient (IAG), could enhance the 
resistance against spoofing in IoT systems. 

In the authentication system discussed in 
[56], dFW and IAG were employed, lever-
aging the Received Signal Strength Indi-
cators (RSSIs) from multiple reference 
points to reduce overall communication 
overhead and enhance spoofing detection 
accuracy. Specifically, the dFW-based au-
thentication reduces communication over-
head by 37.4%, while IAG lowers compu-
tation overhead by 71.3% compared to the 
FW-based approach.

Deep learning techniques such as DNN 
can further enhance authentication accura-
cy for IoT devices with sufficient compu-
tational and memory resources. The DNN-
based user authentication method outlined 
in [57] extracts Channel State Information 
(CSI) features from Wi-Fi signals and uti-
lizes DNNs to detect spoofing attackers. 
This scheme achieves a spoofing detection 
accuracy of approximately 95% and a user 
identification accuracy of 92.34%.

4.3. AI in Intrusion Detection and Preven-

tion Systems

One primary application of AI in cyber-
security attack countermeasures is intru-
sion detection and prevention. Intrusion 
detection systems (IDS) are used to iden-
tify unauthorized access or activities on a 
computer system, while intrusion preven-
tion systems (IPS) are designed to block 
such access or activities [58]. Traditional 
IDS and IPS systems rely on predefined 
rules or patterns to identify and prevent in-
trusions, which can be ineffective against 
new or unknown threats. 

AI-based IDS and IPS systems can 
analyze substantial amounts of data in re-
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al-time and identify patterns and anoma-
lies that may indicate an intrusion. 

a) Anomaly Detection

Machine Learning (ML) algorithms can 
be trained to identify unusual behavior in 
the data collected from IoT devices. For 
example, if an IoT device begins sending 
a large amount of data at unique times or 
to unexpected destinations, this could be 
a sign of a security threat. Stoian [59] ex-
plored the use of ML algorithms for detect-
ing anomalies in data from IoT networks, 
focusing on security. The study compared 
several ML algorithms, including Random 
Forest, Naive Bayes, Multi-Layer Percep-
tron, Support Vector Machine, and Ada-
Boost, regarding various parameters and 
methods. The results showed that the Ran-
dom Forest algorithm performed the best, 
with an accuracy of 99.5%.

In [60], a new centralized scheme based 
on ML was proposed for securing IoT de-
vices. This scheme allowed authorized 
users to communicate with the system 
and securely store their information. The 
proposed peer-to-peer security protocol 
requires clients to be registered with the 
cloud server before sharing in the IoT sys-
tem. 

Alam et al. [61] proposed a model to se-
cure IoT devices using a neural network 
and the ElGamal algorithm. This model 
used private and public keys to control its 
cryptosystem and segments manipulated 
data into groups, comparing them with 
training data to detect attacks. 

Doshi et al. [62] designed an ML pipeline 
identifying and classifying IoT traffic relat-

ed to DDoS attacks. The pipeline includes 
data collection, feature extraction, and 
binary classification using several algo-
rithms, including random forests, K-near-
est neighbors, support vector machines, 
decision trees, and neural networks. The 
authors tested these algorithms on a dataset 
of ordinary and DDoS attack traffic from 
an IoT device network and found that all 
had a test set accuracy greater than 0.99. 
The results suggested that home gateway 
routers or other network middle-boxes 
could effectively detect local IoT devices 
that are causing DDoS attacks by using 
low-cost ML algorithms and traffic data 
that is flow-based and protocol-agnostic.

Ahmad et al. [63] present an anomaly 
detection method based on a deep neural 
network for IoT networks. The proposed 
approach used the IoT-Botnet 2020 da-
taset to learn complex patterns from IoT 
network traffic and classify them as benign 
or anomalous. The experimental results 
showed that the proposed model outper-
forms other deep neural network methods, 
with a detection accuracy of 99.01% and 
a false positive rate of 3.9%. The authors 
also indicated that using the top 16-32 nu-
merical features selected using mutual in-
formation reduced model complexity with 
minimal impact on performance. Including 
the top five categorical features can further 
improve detection accuracy. 

The work in [64] presents a Deep Learn-
ing (DL) model designed to detect anom-
alies in IoT networks. The model utilizes 
various Recurrent Neural Network (RNN) 
techniques, including Long Short-Term 
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Memory (LSTM), Bidirectional LSTM 
(BiLSTM), and Gated Recurrent Unit 
(GRU). Additionally, convolutional neural 
networks are incorporated into the model 
to enhance its performance, resulting in 
a hybrid approach. The researchers also 
propose another DL model specifically for 
binary classification, employing LSTM, 
BiLSTM, and GRU methods. Multiple da-
tasets, such as NSLKDD, BoT-IoT, IoT-NI, 
IoT-23, MQTT, MQTTset, and IoT-DS2, 
are utilized to evaluate the effectiveness of 
the proposed models. The results indicate 
that both the multiclass and binary clas-
sification models achieve high accuracy, 
precision, recall, and F1 scores, surpassing 
existing DL approaches in performance.

b) Intrusion Detection

ML algorithms can detect network in-
trusions by analyzing patterns in the data 
collected from IoT devices. For example, 
if an IoT device starts sending data to a 
malicious server or a sudden increase in 
traffic from an IoT device, this could indi-
cate an intrusion. 

ML algorithms were used in [65] to devel-
op an AI-based IDS system that could de-
tect intrusions accurately and with a high 
degree of accuracy. More specifically, the 
actual positive rate achieved was 97.67%, 
and the false positive rate was 1.20%.

In [66], Zahra et al. suggested a frame-
work for detecting rank and wormhole at-
tacks in IoT networks that rely on the RPL 
standard for information broadcast. RPL is 
a networking standard designed explicitly 
for IoT devices' resource-constrained and 
lightweight nature. Their proposed frame-

work used ML techniques to develop prac-
tical solutions for routing attacks in RPL-
based IoT networks. 

Farzaneh et al. [67] introduced a Fuzzy-
based technique for detecting local repair 
attacks on the RPL routing protocol. When 
a local repair attack occurs, the affected 
node deliberately contaminates itself by 
resetting its rank to an infinitely high value 
and disseminating poison messages to all 
neighboring nodes. The effectiveness of 
the proposed approach was demonstrated 
by evaluating distance, residual energy, 
and expected transmission count metrics. 
The simulations conducted using the Cooja 
simulator on the Contiki OS revealed that 
the proposed method exhibits a notably 
high true positive rate and an exception-
ally low false positive rate when detecting 
local repair attacks.

The researchers in [68] developed an IoT 
platform for studying and executing IoT 
attacks within a network. One attack, the 
Man in the Middle attack, was performed 
using ARP Poisoning. The data collected 
during these attacks was labeled as attack 
data, and several machine learning classi-
fiers, including Naïve Bayes, SVM, deci-
sion tree, and Adaboost, were employed 
to classify the data into two categories: 
normal and attack. The classifiers exhibit-
ed accurate classification of the data. The 
study highlighted the significance of hav-
ing a high-quality training dataset to en-
hance the performance of machine learn-
ing algorithms.

4.4. Predictive Maintenance

ML algorithms can predict when an IoT 
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device will fail or be compromised. This 
can help organizations proactively replace 
or repair devices before they become a se-
curity risk. 

The work by [69] developed a predictive 
maintenance system for manufacturing 
production lines using data from real-time 
IoT sensors. The system used ML meth-
ods to detect signs of potential failures be-
fore they occur. Comparison evaluations 
of various machine learning algorithms 
found that the Random Forest and XG-
Boost models outperformed the others. 
These top-performing models were then 
integrated into the production system at 
the factory. The evaluation results showed 
that the predictive maintenance system 
successfully identified potential failure in-
dicators and can help prevent production 
stoppages.

In [70], the Genetic Algorithm (GA) 
was proposed as a technique for resource 
management in an assets management 
application for Industry 4.0. The GA was 
compared to other scheduling techniques, 
including MinMin, MaxMin, FCFS, and 
RoundRobin, using FogWorkflowsim as 
the simulation tool. The performance met-
rics used in the evaluation were execution 
time, cost, and energy. The results of the 
simulation experiments showed that the 
GA outperformed the other techniques in 
terms of having the lowest execution time, 
cost, and energy. Additionally, an ML mod-
el based on two-class logistic regression 
was deployed for equipment predictive 
maintenance and could predict equipment 
failure and provide early warning alerts for 

the production line. The training and test-
ing accuracies for the model were 95.1% 
and 94.5%, respectively.

In [71], a method for detecting faults in 
data-driven predictive maintenance using 
low-data-rate IoT sensors and the OC-
SVM ML algorithm was demonstrated in 
rural areas. The OC-SVM algorithm was 
trained using normal data from a test set-
up and achieved an accuracy of 87.56% on 
normal data and 82.09% on abnormal data. 
By remotely monitoring infrastructure in 
remote locations, maintenance teams can 
stay informed about the status of installed 
systems.

4.5. AI in Malware Detection and Prevention

AI is also used in the scope of malware 
detection and prevention. Malware is soft-
ware specifically designed to damage or 
disrupt computer systems, and it can take 
many forms, including viruses, worms, 
and Trojans [72]. Traditional malware de-
tection systems rely on predefined rules or 
patterns to identify known types of mal-
ware, but they are often ineffective against 
new or unknown types. 

AI-based malware detection systems 
can analyze software behavior and identify 
patterns that may indicate malicious intent. 
For example, machine learning algorithms 
were used in [72] to develop an AI-based 
malware detection system that could detect 
malware with more than 90% accuracy.

AI can also be applied on the network 
level to detect malware. Network security 
systems that rely on AI can analyze net-
work traffic in real-time and identify pat-
terns and anomalies of malware that may 
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indicate an attack. For example, in a recent 
study [73], researchers used ML algorithms 
to develop an AI-based network security 
system that could accurately detect and 
prevent cyber-attacks with a high degree 
of accuracy, reaching upwards of 97%. 

DL algorithms can be trained to recog-
nize patterns and features in malware that 
may not be detectable by traditional se-
curity measures. By analyzing substantial 
amounts of data, these algorithms can ac-
curately identify and classify several types 
of malware, allowing organizations to take 
appropriate action to prevent attacks.

The work in [74] proposed a solution for 
detecting IoT botnet anomalies using a 
deep autoencoder model. The approach 
was evaluated through experiments and 
was found to have an accuracy of 99.7%, 
a precision of 0.99, and a recall of 0.99. 
The false positive rate of the model was 
also analyzed, and it was found that the 
threshold could be increased to improve 
the model's performance further. 

Gu et al. [75] developed a consortium 
blockchain framework for detecting and 
gathering evidence on malicious code 
in mobile devices, particularly in An-
droid-based systems. The proposed frame-
work combined statistical feature mod-
eling to identify malware families with 
a multi-feature detection method. Using 
blockchain, authors created a distribut-
ed fact repository for Android malicious 
code. Experiments showed that the pro-
posed approach achieved higher accuracy 
with lower false positives and false nega-
tives compared to previous algorithms.

Authors in [76] utilized Convolutional 
Neural Networks (CNNs) for malware de-
tection in the Industrial Internet of Things 
(IIoT). The study assessed the resilience 
of a CNN-based malware detector against 
polymorphic attacks, revealing that the ef-
fectiveness of neural network-based detec-
tors relies on specific assumptions about 
malware design. When these assumptions 
are violated, as with polymorphic attacks, 
CNNs can be misled, resulting in misclas-
sification and significant performance deg-
radation. This approach focused on a spe-
cific category of malware, namely those 
that disguise themselves within Windows 
PE or Linux ELF binary files.

In [77], researchers explored using ma-
chine learning techniques to identify unfa-
miliar malware by analyzing the frequen-
cy of opcodes. The authors utilized the 
Kaggle Microsoft malware classification 
challenge dataset to conduct their inves-
tigation. They applied several feature se-
lection techniques, such as Fisher score, 
information gain, gain ratio, Chi-square, 
and symmetric uncertainty, to derive the 
top 20 features. Furthermore, they evalu-
ated multiple classifiers accessible through 
the WEKA GUI-based machine learning 
tool. Interestingly, they found that five 
classifiers, namely Random Forest, LMT, 
NBT, J48 Graft, and REPTree, achieved 
near-perfect accuracy in detecting mal-
ware, with accuracy levels reaching close 
to 100%.

Ahmed et al. [78] proposed a DL model 
to detect real-time zero-day botnet attacks. 
The authors used a reliable dataset called 
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CTU-13 from the Botnet Capture Facility, 
containing 10,000 randomly selected flows 
and nine input features. After normalizing 
the data and applying Adam's optimizer, 
their model achieved over 99.6% accuracy 
after 300 training epochs. It outperformed 
other algorithms like Naive Bayes, SVM, 
and backpropagation.

The work in [79] introduced a novel mod-
el known as the transferred deep-convo-
lutional generative adversarial network 
(tDCGAN) to identify zero-day malware 
efficiently. This model is built upon the 
foundation of Deep AutoEncoder (DAE) 
and generative adversarial network (GAN) 
principles [36]. It acquires knowledge 
from genuine and model-generated mod-
ified data. Subsequently, it leverages this 
knowledge to produce synthetic malware 
samples and trains itself to differentiate 
between these fabricated malware instanc-
es and genuine ones.

4.6. Expert Systems

Expert systems are AI systems that use 
knowledge and reasoning to solve prob-
lems. They can be used in an IoT environ-
ment to identify security threats by ana-
lyzing data and making recommendations 
based on their knowledge and expertise. 

The work in [80] introduced the Boost-De-
fence framework, which aims to safeguard 
IoT networks against different cyber-at-
tacks occurring at various layers of the IoT 
system. Boost-Defence utilizes the Ad-
aBoost machine learning method in con-
junction with Decision Trees and various 
data engineering techniques. This combi-
nation allows for developing a robust clas-

sifier to detect and identify multiple cy-
ber-attacks within IoT networks. To assess 
the performance of Boost-Defence, the 
researchers conducted evaluations on the 
TON_IoT_2020 datasets. These datasets 
were designed for 3-layered IoT systems, 
encompassing the physical, network, and 
application layers. The experimental out-
comes demonstrated that Boost-Defence 
exhibits outstanding classification accura-
cy, effectively enhancing the resilience of 
IoT infrastructures.

In [81], the researchers presented ESSecA 
(Expert System for Security Assessment), 
a tool designed to aid penetration testers 
in evaluating the security of IoT systems. 
ESSecA utilizes knowledge bases, includ-
ing those curated by MITRE, to analyze 
the system model. It then generates a threat 
model and a collection of attack plans for 
each identified threat. Penetration testers 
can leverage these attack plans to system-
atically conduct a thorough security as-
sessment of the targeted IoT infrastructure. 
The effectiveness of ESSecA was demon-
strated by applying it to a specific home 
automation system known as the Open 
Energy Monitor. The researchers also pro-
vided several attack patterns for security 
evaluation.

4.7. Machine Learning for Threat Detection

Machine learning algorithms can be 
trained to recognize patterns of behavior 
that may indicate a cyber-attack, such as 
unusual login attempts or network traffic. 
By continuously learning and adapting, 
these algorithms can detect and defend 
against potential threats more effectively 
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[58]. For example, an ML algorithm might 
be trained to analyze log files and identi-
fy patterns indicative of a cyber-attack. If 
the algorithm detects such a pattern, it can 
alert cybersecurity professionals and pro-
vide them with the necessary information 
to act.

4.8. Real-Time Incident Response

AI can also be used to improve the ef-
fectiveness of cyber incident response  
[82]. When a cyber-attack occurs, it is cru-
cial for organizations to quickly identify 
the nature and scope of the attack, assess 
the damage, and respond appropriately to 
mitigate the impact. Traditional incident 
response processes are manual and can be 
slow, which leads to delays in identifying 
and responding to attacks. This is incred-
ibly challenging in an IoT context due to 
the network and processing constraints. 

AI-based incident response systems can 
automate many tasks in responding to cy-
ber-attacks, including collecting and ana-
lyzing data from multiple sources, iden-
tifying patterns and anomalies that may 
indicate an attack, and generating recom-
mendations for responding. For example, 
in [82], ML algorithms were used to develop 
an AI-based incident response system that 
could identify and classify cyberattacks 
accurately in real-time.

4.9. Enhancing Cyber Risk Assessments 

AI can also improve the accuracy and 
efficiency of cyber risk assessments [83]. 
Cyber risk assessments involve identify-
ing and evaluating potential vulnerabilities 
and threats to an organization's information 
systems and infrastructure. Traditional risk 

assessment processes can be time-consum-
ing and resource-intensive and may only 
sometimes provide a complete or accurate 
picture of an organization's cyber risk pro-
file. This issue is even more prevalent in an 
IoT context, where the network parameters 
are not easily defined.

AI-based risk assessment systems can 
automate many tasks involved in risk as-
sessments, including collecting and analyz-
ing data from multiple sources, identifying 
vulnerabilities and threats, and generating 
recommendations for mitigating those 
risks. For example, in a recent study [83], 
ML algorithms were used to develop an 
AI-based risk assessment system to iden-
tify and accurately assess cyber risks. This 
can benefit IoT risk assessment as many 
parts of the assessment can be entirely au-
tomated, which can overcome a challenge 
as IoTs tend to have vast amounts of data.

4.10. Fake Speech Detection on IoT Devices

As discussed earlier, IoT devices that 
rely on speech commands may suffer from 
AI-based attacks. AI approaches can be 
utilized to detect such attacks. Malik et al. 
[84] introduced a CNN model for detect-
ing cloned speech. They initially convert-
ed audio samples to spectrograms and used 
a CNN framework to extract deep features 
and classify real and fake speech. This ap-
proach exhibits higher accuracy in coun-
terfeit audio detection but experiences per-
formance degradation with noisy samples.

Monteiro et al. [85]  proposed an en-
semble-based model to detect synthetic 
speech, utilizing deep learning models 
LCNNs and ResNets to extract deep fea-
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tures that distinguish natural and spoofed 
speech. While effective in fake speech de-
tection, this model requires the evaluation 
of standard datasets.

Chen et al. [86]  presented a deep learn-
ing-based framework for detecting audio 
deepfakes. They extracted 60-dimensional 
linear filter banks (LFB) from speech sam-
ples, using them to train a modified ResNet 
model. While improving fake audio detec-
tion, this method comes with a significant 
computational cost.

Zhang et al. [87] introduced a DL ap-
proach utilizing ResNet-18 and one-class 
softmax. They trained the model to acquire 
knowledge of a feature space capable of 
distinguishing actual speech from ma-
nipulated samples with a specific margin. 
While this method enhances the model's 
ability to generalize against unforeseen 
attacks, its performance diminishes when 
faced with voice conversion attacks gener-
ated through waveform filtering.

Jiang et al. [88] introduced a self-super-
vised learning approach that utilizes eight 
convolutional layers to extract deep fea-
tures and distinguish between genuine and 
fake speech. While this method is compu-
tationally efficient, there is room for im-
provement in detection accuracy.

4.11. Automating Cybersecurity Analysis 

Tasks

AI can also be used to automate tasks 
related to cybersecurity analysis, such as 
the analysis of log files or the creation 
of reports. This can free up time and re-
sources for cybersecurity professionals, 
allowing them to focus on more complex 

tasks and respond more effectively to po-
tential threats [89]. For example, an AI sys-
tem might be able to analyze log files and 
create a report summarizing the key find-
ings, saving cybersecurity professionals 
the time and effort of manually reviewing 
these logs [89]. This is a key feature given 
the amount of data IoT devices generate.

Overall, suitable AI-based cybersecuri-
ty countermeasures depend on the specific 
security threats, attacks, and vulnerabili-
ties present in the IoT environment and the 
resources and capabilities available to the 
organization.

5. Discussion 

IoT networks are challenging environ-
ments that are evolving continuously. New 
devices are added to these networks daily. 
The multiple vendors, different architec-
tures, the use of cloud services, the vast 
amount of traffic data, and the different 
security approaches needed with each IoT 
component pose significant security chal-
lenges. Hence, this paper sheds light on 
the importance of utilizing AI approaches 
to protect these networks. Unfortunately, 
attackers also use AI approaches to con-
duct tailored attacks on such networks, so 
it was important to understand their adver-
sary approaches.  

To achieve this goal, this paper sur-
veyed the studies utilizing AI approaches 
to provide more sophisticated attacks and 
countermeasures in the evolving IoT en-
vironment. The approaches found in the 
literature can be categorized according 
to their type, i.e., machine learning, deep 
learning, or both. Some approaches can be 
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combined or layered depending on the re-
quired goal, such as in ensemble learning. 
In addition, these approaches can be dis-
tinguished by the impact and implications 
of AI approaches on the context in which 
they are utilized. The approaches vary in 
accuracy and rates of false positives, indi-

cating their robustness in detecting or ini-
tiating attacks. 

Table 1 summarizes the approaches used 
to initiate attacks in IoT networks. In Ad-
dition, Table 2 summarizes the approaches 
used to countermeasure and detect attacks 
on IoT networks. 

Table 1: A Synthesis of Surveyed AI-based Approaches Used in Attacks on IoT Networks

Study Attack Scope ML DL Approach Accuracy Implication
[34] Dataset poisoning X Introduce new incorrect 

patterns to alter ML.
- Alter accuracy.

[38] AI model 
poisoning

X BadNet 25% Severe safety situations.

[39] AI algorithm 
poisoning

X Poisoning data used in 
AlphaGo Zero

3.2% of poisoned 
data

The opportunity to poi-
son the data and further 
poison the model.

[40] Injection of
 backdoor

X Mirai malware on FL 35% Poisoning 
data rate

20 % Poisoning 
model rate

Classify the injected 
poisoned data as normal 
to avoid being detected 
by the IDS.

[41] Phishing Attacks
Robo-calls

X Deepfake High rate of accu-
racy of deceiving

Deceive victims to gain 
sensitive information 
or persuade them to do 
harmful actions.

[43] Malware 
Obfuscation Tools

X deep reinforcement learning
ADVERSARIALuscator

33% Malware can change its 
internal structure and 
infect other devices.

[41] Attack 
automation

X MESSAGETAP 
decision trees

xRAT-malware

- Extract victims’ critical 
information.

[44] Attack 
automation

X X - Identifies attack trees 
that compromise sever-
al IoT and smart cities’ 
critical systems and in-
frastructure

[45] Attack 
automation
Password 
cracking

X RNN-based model - Break the victims’ con-
fidentiality.

[46] Speech Synthesis 
on IoT Devices

X Deepfake - Deception by creating 
fake audio or videos of 
known people.

[47] Speech Synthesis 
on IoT Devices

X Statistical parametric speech 
synthesis

- Learn speech models 
for deception purposes.

[50] Speech Synthesis 
on IoT Devices

X DNN 50 − 100% Deceit smart speakers.



79

Journal of Engineering and Applied Sciences, Vol. 10, Issue (2) November 2023 

AI-based Cybersecurity Attacks and Countermeasures in IoT Environment: A Survey 

Table 2: A Synthesis of the Surveyed AI-based Approaches Used for Countermeasure of Attacks in IoT Networks

Study Countermeas-
ure Scope

ML DL Approach Accuracy Impact

[53] Poisoning 
attack

X X Feedforward Neural Network 
(FFN) with Stackelberg game 
approach

High success rate. Defending IoT networks 
against poisoning attacks.

[54] Poisoning 
attack

X DeepRing combining CNN 
with blockchain

99.07% for the MNIST dataset 
and 83.89%  for the CIFAR-10 
dataset.

Eliminates network-level at-
tacks.

[55] Data Poison-
ing attack

X Supervised learning model - Mitigates poisoning attacks 
with reliable provenance in-
formation.

[56] Spoofing and 
Tampering 
Detection

X Supervised learning methods: 
dFW, IAG

Enhance spoofing detection ac-
curacy.

[57] Spoofing and 
Tampering 

Detection in 
Wi-Fi

X DNN Accuracy of ~ 95% and a 
user identification accuracy of 
92 .34%.

Spoofing detection

[60] Anomaly 
Detection

X P2P protocol - Only authorized users can ac-
cess the IoT devices and pro-
tect them from unauthorized 
access.

[61] Anomaly 
Detection

X ElGamal algorithm - Manipulate data into groups, 
comparing them with training 
data to detect attacks.

[62] Anomaly 
Detection

X An ML pipeline identifying and 
classifying IoT traffic related to 
DDoS attacks

Test set accuracy greater than 
0.99.

Home gateway routers or oth-
ers could detect local IoT de-
vices that are causing DDoS 
attacks by using low-cost ML 
algorithms and traffic data 
that is flow-based and proto-
col-agnostic

[63] Anomaly 
Detection

X DNN-based NIDS model Detection accuracy of 99.01% 
and a false positive rate of 3.9%

This method learns complex 
patterns from IoT network 
traffic and classifies them as 
benign or anomalous.

[64] Anomaly 
Detection

X Recurrent Neural Network 
(RNN) techniques

Both the multiclass and binary 
classification models achieve 
high accuracy and precision.

Enhance the performance of 
detecting abnormal traffic on 
IoT networks.

[65] Intrusion 
Detection

X AI-based IDS system The actual positive rate achieved 
was 97.67%, and the false posi-
tive rate was 1.20%.

This method detects intru-
sions accurately and with a 
high degree of accuracy.

[66] Intrusion 
Detection

X Used ML techniques to develop 
practical solutions for routing 
attacks in RPL-based IoT net-
works.

- Detecting rank and wormhole 
attacks in IoT networks that 
rely on the RPL standard

[67] Intrusion 
Detection

X A Fuzzy-based technique for 
detecting local repair attacks on 
the RPL routing protocol

High true positive rate and an 
exceptionally low false positive 
rate.

It detects local repair attacks 
on the RPL routing protocol.

[68] Intrusion 
Detection

X IoT platform including Naïve 
Bayes, SVM, decision tree, and 
Adaboost.

The classifiers exhibited accurate 
classification of the data.

Focus on the man-in-the-mid-
dle attack.

[69] Predictive 
maintenance 
for real-time 
IoT sensors

X Random Forest and XGBoost 
models

- The system detects signs of 
potential failures before they 
occur, and it successfully 
identifies potential failure in-
dicators and can help prevent 
production stoppages.
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Study Countermeas-
ure Scope

ML DL Approach Accuracy Impact

Study Countermeas-
ure Scope

ML DL Approach Accuracy Impact

[70] Resource 
Management

X Genetic Algorithm (GA) and 
ML model based on two-class 
logistic regression

95.1% for training and 94.5% for 
testing.

Successful resource manage-
ment in an assets management 
application for Industry 4.0.

[71] Predictive 
maintenance

X The OC-SVM used. 87.56% on normal data and 
82.09% on abnormal data.

By remotely monitoring in-
frastructure in remote loca-
tions, maintenance teams can 
stay informed about the status 
of installed systems.

[72], 
[73]

Malware 
detection and 

prevention

X - [72] Detect malware with more 
than 90% accuracy.
[73] high degree of accuracy, 
reaching upwards of 97%.

AI-based malware detection 
systems can analyze software 
behavior and identify patterns 
that may indicate malicious 
intent.

[74] Malware 
detection and 

prevention

X Deep autoencoder model. An accuracy of 99.7%, a preci-
sion of 0.99, and a recall of 0.99.

Detecting IoT botnet anoma-
lies using a deep autoencoder 
model.

[76] AI-based 
Malware 

Obfuscation – 
Polymorphic 

attacks

X Convolutional Neural Networks 
(CNNs)

- The effectiveness of neural 
network-based detectors re-
lies on specific assumptions 
about malware design.

[77] AI-based 
Malware 

Obfuscation

X Random Forest, LMT, NBT, 
J48 Graft, and REPTree.

Achieved nearly perfect mal-
ware detection accuracy, nearing 
100%.

Identify unfamiliar malware 
by analyzing the frequency of 
opcodes.

[78] Identify-
ing Attack 

Vectors

X - 99.6% accuracy after 300 train-
ing epochs.

Real-time zero-day botnet at-
tack detection

[79] Identify-
ing Attack 

Vectors

X tDCGAN is built on AutoEn-
coder (DAE) and generative 
adversarial network (GAN) 
principles.

- It identifies zero-day malware 
efficiently.

[84] Speech Syn-
thesis

X A CNN framework for detect-
ing cloned speech

High for clean audio samples Detecting counterfeit audio; 
performance degradation not-
ed with noisy samples.

[85] Speech Syn-
thesis

X LCNNs and ResNets methods, 
Ensemble-based model

It extracts deep features that 
distinguish between real and 
spoofed speech.

[86] Speech Syn-
thesis

X A deep learning-based frame-
work for detecting audio deep 
fakes

- It is improving fake audio de-
tection.

[87] Speech Syn-
thesis

X ResNet-18 and one-class (OC) - Distinguish real speech from 
manipulated samples with a 
specific margin.

[88] Speech Syn-
thesis

X A self-supervised learning ap-
proach

- Distinguish between genuine 
and fake speech.

[54] Network-lev-
el attack 
detection

X DeepRing architecture (CNN 
with blockchain integration)

- Effectively eliminates net-
work-level attacks on CNN 
models.

[55] Poisonous 
data identifi-

cation

X Contextual information-based 
supervised learning model

99% accuracy rate Detects and mitigates poison-
ing attacks in IoT environ-
ments

[56] Spoofing and 
tampering 
detection

X Frank-Wolfe (dFW) and Incre-
mental Aggregated Gradient 
(IAG)

Enhances resistance against 
spoofing in IoT systems
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Study Countermeas-
ure Scope

ML DL Approach Accuracy Impact

[57] Spoofing 
detection in 

IoT

X DNN-based user authentication Spoofing detection ~95%, user 
identification ~92.34%

Enhances authentication ac-
curacy for IoT devices

[83] Cyber risk 
assessment

X Security risk modeling in smart 
grid

- Automates and accurately as-
sesses cyber risks for IoT.

As a result of the analysis of the previ-
ous tables, it is challenging to create a gen-
eral theme around the approaches used in 
initiating or preventing the attacks. How-
ever, this opens a new direction for future 
research focusing on the algorithm type 
and the frameworks created to achieve 
high accuracy goals. It is important for the 
scope of this paper and to assist research-
ers in this field to conduct this comparison 
to collect and categorize the literature. 

The analysis conducted in this paper 
reveals the power of AI in making attacks 
more sophisticated and sometimes unde-
tectable. The ability of the attackers, using 
AI approaches, to dynamically change their 
attack behaviors depending on the context 
is quite alarming.  In addition, using AI in 
the countermeasures and mitigation side 
illustrates its impact in making the defense 
more systematic and robust. 

It is important to highlight that while AI 
can offer significant benefits in cyberse-
curity, it is essential to recognize that this 
technology has potential challenges and 
limitations. One concern is that AI systems 
may be vulnerable to attacks by manipu-
lating their algorithms or exploiting vul-
nerabilities in the hardware or software 
they run on [90]. Additionally, there is the 
potential for AI systems to make mistakes 
or produce false positives, which could re-
sult in unnecessary alerts or the disruption 

of legitimate activities [91]. It is essential for 
organizations to consider these potential 
challenges carefully and to respond appro-
priately to mitigate them.

6. Conclusion

The growing usage of artificial intelli-
gence in technologies has expanded the 
horizon of advancing technologies, devic-
es, applications, and services that serve 
and affect our lives. These developments 
in AI have no limit on what they are ca-
pable of and need to be entirely under our 
eyes and control as the impact of using 
the advanced methods of AI negatively at-
tacks IoT devices attached to our bodies, 
homes, and vehicles. In general, our cities’ 
infrastructure could be fatal. This paper 
discussed some of the leading IoT appli-
cations, such as smart cities, smart homes, 
and smart grids, and how we benefit from 
these technologies. 

Moreover, this paper surveyed and in-
vestigated the recent AI-based cybersecu-
rity attacks and countermeasures on IoT 
networks. The AI techniques frequently 
used within IoT environments can be cat-
egorized as machine learning and deep 
learning. The paper discussed that AI 
could be used adversely to generate mali-
cious codes used as malware, for instance, 
which can change its behavior frequently 
to evade IDS detection or poison AI data-



82

Journal of Engineering and Applied Sciences, Vol. 10, Issue (2) November 2023 

AI-based Cybersecurity Attacks and Countermeasures in IoT Environment: A Survey 

sets, modules, and algorithms to form dif-
ferent behavior from what it was intend-
ed to do. Also, AI techniques can serve as 
remedies and corrective countermeasures 
to IoT attacks. AI techniques enhance IoT 
threat mitigation through self-organizing 
routines, elevating system performance for 
human users and IoT devices. 

The analysis conducted in this paper 
reveals the power of AI in making attacks 
more sophisticated and sometimes unde-
tectable. In addition, using AI in the coun-
termeasures and mitigation side illustrates 
its impact in making the defense more sys-
tematic and robust. 

However, the need for more usable da-
tasets impedes assessing the practical effi-
ciency of ML and DL protection systems. 
Due to ongoing theoretical development, 
optimizing AI and ML/DL model efficien-
cy requires further explanation. Emerging 
learning methods and innovative tech-
niques are pivotal for precise data com-
prehension. As this paper focuses on the 
adversary utilization of AI in the IoT com-
munity in addition to attack mitigation, 
it is essential to encourage researchers to 
conduct more research on the AI models 
themselves. This includes the focus on 
how AI technologies may be able to detect 
any slight deviation from the behavior that 
AI models and algorithms do on the orig-
inal behavior. In addition, it is important 
to examine the potential benefits and risks 
associated with using AI in cybersecurity, 
including privacy, bias, explainability, and 
accountability.
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