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ABSTRACT
The threat of cyberattacks is growing in all sectors today, including banks, governments, healthcare
institutions and other organizations due to the exponential increase in cloud, IOT and smart devices
utilization in recent years. When it comes to protecting organizations' and clients' information and privacy in
security risks, there is a strong desire to develop and use more secure authentication techniques. This paper
presents an overview of authentication techniques built on the fundamental authentication metrics, i.e.,
knowledge, ownership, and biometrics, their advantages, limits, and open issues, and future possibilities for
developing secure authentication techniques for securing critical and sensitive information.
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1. Introduction
One of the interesting facts in network and security is
the major evolutions of new tools and technologies to
mitigate security threats. There is also an exponential
rise in attackers’ policy to intrude and invoke various
malicious activities over the secured network. Every
year, news on security breaches persists where
maximum attacks are targeted towards stealing the
authentication rights of a legitimate user. Usually, the
intruder seems to exhibit atypical behaviour over the
internet. They track potential victims, surveil their
online behaviour, understand their browsing patterns,
and then create a hit list of similar types of victims.
There are already software and various malicious
codes that never seemed to be thwarted to date.
Hence, the outcome of such malicious activities costs
legitimate
user
sensitive
and
confidential
transactional data, finally resulting in identity theft.
Such intrusion activity has a collateral effect on
multiple databases and web-server affecting millions
of users online.
The security breaches over authentication and
authorization policy were always on the rise to date,
and therefore, it has attracted numerous researchers
to find some sort of robust and fail-proof solution.
Henceforth, in the advent of a massive volume of
research work previously addressing such issues,
interesting and uniquely, it was found that there exist
a unique group of studies that focus on using multiple
parameters to be considered at the time of
authenticating a legitimate user.
A major concern in information security is
determining whether or not the person seeking
access to highly confidential, classified, or sensitive
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Biometrics,

Access

Control

information is an authorized individual [1]. This can
all be accomplished when the individual proves their
identity through a verification process to access
information. If they fail to do so, access will be
refused. Authentication is the first move in the access
control process and will continue to be the primary
focus throughout this study.
2. User Authentication Mechanisms
The pervasive use of smart devices has increased the
frequency of data breaches in today's world. Major
financial institutions, health insurance companies, and
state and federal government organizations have all
been data breach victims, putting the private data of
millions of people and consumers at risk.[2]–[8]. In
tandem with the continual and rapid growth of data
generated by the amalgamation of mobile, cloud
technology, IOT, and persistent computing,
additionally, the possibility of a breach in to one‘s
data vaults can significantly increase. Many
applications that deal with protecting confidential,
classified, and sensitive information are increasingly
reliant on strong authentication and authorization
strategies among their users. To connect an
individual with established credentials, three top ways
of authentication are available today: something a
user possesses. Keys, passports, and smart cards are
examples of personal possessions. Knowledge: users
having certain knowledge, such as passwords, PINs,
and phrases, can use the service. Biometrics:
the physiological or behavioural traits of a person
that are unique and distinguish one individual from
another, such as fingerprints, palm, iris, voice and so
on.[2], [3], [9]–[15]. A discussion of the three
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different categories will be provided in the following
subsections, which will then be followed by outlines
for some major authentication implementations in the
following sections.
A. Knowledge-Based User Authentication
Unauthorized access to resources is still the most
common problem, and authentication based on
knowledge is still the most widely accepted solution
to secure these resources. This is the simplest,
easiest, and most common user authentication
method, which involves users providing information
like PINS, passwords, etc., or the reply to undisclosed
questions that only users know. The graphical
passwords are also a known branch of knowledgebased user authentication as well[12], [16]–[18].
Many factors, including the low cost, ease of
implementation and extensibility, and widespread
user familiarity, contribute to knowledge-based
authentication being the most widely used
authentication method today[2],[14], [19]–[22].
Knowledge-based authentication is based on the
exact recall of confidential information. As a result,
memorability is an important concern in this
authentication mechanism, leading users to violate
standard security rules by creating easy passwords to
remember and, as a result, weak and low in entropy,
writing them down, or reusing the very same
passwords across multiple services pose a security
threat. Studies have also shown that writing on
onscreen keyboards is slower and more difficult than
typing on physical keyboards; the widespread use of
touchscreens has introduced an additional challenge
for alphanumeric passwords. [23]–[25].
B. Token Based User Authentication
This form of authentication does not need the user to
know something; instead is characterized by the
physical possession that the user owns and carries at
the time of authentication[26]. This can assume the
shape of a secure storage device that contains login
details, such as a credit card, smart card keys, or
mobile phones, or it can be implanted in a portable
object that can be carried easily, such as a key fob or
USB flash drive. In this type of authentication,
software-based objects are used in permission
granting systems, where multipath authentication
algorithms are used, and active devices that generate
passcodes or time-synchronous challenge–responses
are also included in this [27]. It is very difficult to
duplicate and manipulate token devices of numerous
types as they are generally temper-resistant. In case
of tampering, special hardware disables the token or
authentication attempts to exceed a certain
threshold. If users choose to use token-based
authentication, they must always keep track of
additional hardware used solely for the authentication

process. This additional equipment can be accused of
stealing by a particularly intruder or even damaged or
lost either by the end-user. The unfortunate reality is
that scaling these forms of identification can be
difficult, particularly for large organizations.
C. Possession Based User Authentication
Traditional authentication systems based on
knowledge and token authentication are widely
accepted because of their ease of installation, user
familiarity, and design simplicity. However, while
being utilized in many modern applications, these
systems for authentication don't meet stringent
security performance requirements. Among the many
viable alternatives to these authentications is
authentication systems based on biometrics, which
involves the identification and verification of a user's
specific physiological or behavioral characteristics
such as their face, , palm, iris, fingerprints, keystroke,
voice, signature, and so on[28]–[35]. When using
attributes for authentication, it is significantly more
difficult to separate an individual from their
characteristics than knowledge or token-based. As a
result, biometric features cannot be misplaced or
overlooked, and it is extremely difficult to recreate,
share, and distribute them in any way. Additionally,
the user to be authenticated must be present at the
moment of authentication, which increases the
system's reliability even further. According to
information published by the International Biometrics
Group, no single biometrics technology is appropriate
for every application. [36].
In general, the following are the numerous types of
biometrics that are routinely employed in today's
automated authentication systems:
•
Fingerprint: Since its inception, fingerprints
have been used by governments and law
enforcement agencies to identify individuals.
They are recognized as a unique and reliable
identification. After being put through rigorous
testing, fingerprints have proven to offer the
highest level of security, with no reports of
attempts to deceive the device being made.
Although some factors like dirt, cosmetics, and
age can cause false positives and false
negatives, the overall error rate has been
shown to be 1 in 500 or less, making this
feature far superior to other biometrics.
•
Retinal or Iris Scan: Using a retinal or iris scan,
a biometric can be used to identify an
individual based on the arrangement of veins in
their retina or the colour patterns in their iris.
Iris scans have shown to be an excellent user
verification method, but they are not without
their flaws. For example, wearing spectacles
and working in poor illumination can result in
erroneous readings. Iris scans are generally not
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difficult to deceive, but they have an
acceptance rate of approximately 1-131,000,
which is considered to be reasonable.
It has been demonstrated that retinal scanners are
superior to iris scanners in that they can authenticate
even blind users or users who lack pigment in their
iris. Furthermore, retinal scans are extremely difficult
to deceive, with a mistake rate of 1 in 1,000,000,
which is exceptional compared to the error rates of all
other biometric traits.
•
Voice Recognition: It makes use of a voiceprint,
which examines how a person utters a phrase
or a word sequence that is unique to him, to do
this. An attacker can capture the voice of the
authenticated user and then utilize that
recording to bypass the voice recognition
system's protection.
•
Facial Recognition: A person can be recognized
by their distinctive facial characteristics.
Although such authentication mechanisms can
be deceived by using a mask at their original
settings, this can be avoided by increasing
threshold values to 96 percent. Furthermore,
the individual's facial characteristics may
change as they grow older. [37].
•
The inexpensive cost of fingerprint technology,
which costs under $100.00, is an additional
advantage
of
using
biometrics
for
authentication.in contrast, retina scans can cost
anywhere from $2,000.00 to $2,500.00, putting
the technology there at the high end of the
cost spectrum. Although it delivers great
reliability that cannot be breached in locations
requiring special security, it is more expensive.
[38]. On the contrary, selecting a particular
biometric characteristic for any application is
determined by the degree to which the
following aspects are met.
i) Uniqueness
or
Distinctiveness:
Biometric
characteristics of every person should be unique
ii) Universality: Every person should have a biometric
characteristic.
iii)
Permanence: The biometric feature should be
invariant over time.
iv)
Collectability: the characteristic should be
quantitatively measurable
A combination of all these attributes determines the
effectiveness of any biometric application, there is no
biometric that satisfies any attributes absolutely, nor
one that has all to a completely acceptable level
simultaneously,
hence
resulting
in
many
comprises[10]. Although biometric systems, like other
systems, provide significant usability advantages,
they are vulnerable to various attacks. In contrast to
the knowledge-based authentication systems, which
can be readily reset, biometrics records traits such as
blood vessel patterns, retinal patterns, cardiac

rhythms, and so on. Even if the system is
compromised, it is not easy to reset it. Furthermore,
biometric-authentication systems are not very
responsive to changes; even a slight change in facial
expression and obstructions such as glasses, scarves,
and hats might result in the denial of access to
confidential information even to those who are
authorized to do so.
3. Implementation Of Authentication Mechanism
Current physical and cyber security systems still rely
on traditional authentication methods discussed
above. For simplicity and user-friendliness, most
authentication schemes are used separately, a single
factor at a time since it has been found that a single
factor based authentication is not credible that can
provide sufficient protection due to a variety of
security threats, most well-funded information
systems have fallen victim to attacks[39]. Therefore,
for strong authentication, more than one factor
should be augmented together to assert the identity
of a user requesting access to an application or
service. The most well-known method of this sort of
authentication is two-factor authentication (2FA),
which combines your first authentication factor
(normally something you know like your secret word)
with a second factor of a unique kind, for example,
something you have and something you are[40]–
[42]. Having examined the distinctive authentication
method classification in the last section, this section
assesses the effective authentication implementation
that falls into these classifications.
A.
Multifactor Authentication
A multifactor authentication system is one of the
most effective safeguards an organization can adopt
to prevent an attacker from gaining access to
essential and sensitive data. It is possible to choose
authentication parameters more than single from
among independent credentials categories to
recognize authorized users in this form of
authentication system.[43]. The authentication
factors chosen for recognizing authorized users in
multifactor
authentication
(MFA)
should
be
independent of one another, with the ultimate goal
being that gaining access to one factor does not point
toward access to other factors, and the tradeoff of
any one factor does not have an impact on the
respectability or secrecy of another factor, among
other things.
A multifactor authentication system is a layered
strategy for securing sensitive services and
applications in which the system requires the user to
present a combination of the two or more factors to
identify legitimate users. Multifactor authentication is
typically accomplished by combining a conventional
text-based username and password with another
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factor such as a fingerprint. A prominent example of
multifactor authentication is popularly used in bank
ATMs for accomplishing banking transactions;
customers in this authentication carry both their
credit/debit card and pin when using ATM banking
service, in which something the user possesses (i.e.,
the card) combined with something the user knows
(i.e., PIN) is used to identify the legitimate bank user.
Customers must carry their credit/debit card and
personal identification number when using ATM
services. In this situation, if somebody snips or
discovers a lost card, they will need to know or
predict the customer's pin, which is a higher security
measure than a password alone. Because multifactor
authentication (MFA) requires impostors to progress
beyond a single authentication device and instead
use multiple, the advantages of MFA are numerous.
When properly designed, such authentication systems
will need to fizzle in various ways before their
security is significantly compromised, which would
take time. The unquestionable advantage of
multifactor authentication is that it increases security
by giving more layers of assurance to the
authentication process. With the increase in the
number of layers (factors), the more challenging it
becomes for a potential attacker to gain access to the
records, frameworks, and information. MFA can also
aid organizations in achieving and maintaining
consistency, which can help to reduce the possibility
of legal liability. Whatever the case, multifactor
authentication is anything but a magic trick; keep
these difficulties in mind when creating a multifactor
authentication system [25], [42], [44]–[48].
B.
One Time Password (OTP)
Many scholars have analyzed various problems about
authentication and security of highly privileged and
private information. While studying various schemes
adopted in the present and the past, the use of OneTime Passwords, also known as OTPs, appears to
improve access management security in both private
and public networks[49]–[52]. When attempting to
complete a unit of transactions, the one-time
password (OTP) is only acceptable for one access
attempt. For those who are utilizing OTP, one of the
most obvious benefits is that it offers fail-proof
protection against replay attacks. This ensures that a
specific password formed once can never be repeated
a second time, rendering the password unusable if it
falls into the hands of an intruder. Following this, OTP
is being investigated to see if there is a more
streamlined solution to improve user authentication
that can be implemented[7]. Because of the many
presentations of OTP practice and the architecture
built by previous protocol designers and researchers,
several different OTP schemes have been patented,
but standardizing remains a difficult task. This part

will
go
over
several
authentication systems.

different

OTP-based

a)
HMAC-based One-Time Password (HOTP)
A one-time password (OTP) technique based on
hash-based message authentication code (HMAC) is
known as HOTP, and it is used to authenticate users
by symmetrically creating one-time passwords, which
are only needed once throughout the authentication
process. Authenticator, and token both share a secret
key (seed), as well as an authentication counter, in
this kind of OTP-based authentication. Both parties
use the default hash function SHA1 in conjunction
with the secret key and the counter to compute the
HOTP value. It is displayed on the token as a 160-bit
value that has been reduced to 6 or 8 decimal digits
after computing it. After that, the authenticator
(Server) compares the OTP value delivered locally
with the OTP value associated with the token to
determine whether the token is authentic. Each party
starts a new counter. The fact that HOTP is not
subject to a time-based constraint makes it slightly
easier to use; however, because of the large window
of time during which HOTP is valid, it may be more
susceptible to brute force attacks [53]–[55].
b)
Time-Based One-Time Password (TOTP)
An OTP is generated by the Time-based One-Time
Password (TOTP) algorithm using a secret key and
the current time. An OTP can only be used once and
is only valid for a specific period. In this case, the
technique is a variant of the HMAC-based One Time
password (HOTP), but it can be used only once.
Where a proprietary authentication server is used,
the token contains a precise timekeeping device that
has been synced with the proprietary authentication
server's timekeeping device (if applicable). When
creating an OTP value, the authenticator server must
consider both the secret key and the current time for
the token to be validated by the server. A legitimate
user can only be determined by comparing the
token's generated OTP value to the authenticator's
produced OTP value; if both values match, then both
values indicate that the user is legit [49], [58]–[60].
The authenticator generates a one-time password
(OTP) using the same algorithm as that of the token;
if the values are equal, the user is valid [59In spite of
the fact that TOTP is more secure than HOTP, a
fundamental flaw in this authentication technique is
that it is unable to identify users if somehow the
token and authenticator are not synchronized; as a
result, TOTP has a short lifespan after which OTP
value changes. To generate the One-Time-Password,
the Google 2-factor authenticator employs the TOTP
technique. Because all TOTP systems rely on the
user's phone's time to match the server's clock, the
Google authenticator becomes out of sync because
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this is not the case with this Google authenticator's
time[49], [56]–[58].
c)
Challenge-Response
Based
OTP
Authentication
When using this type of authentication system, an
entity (Server) issues a challenge or question, and a
valid response is presented by another entity (token)
to be authenticated, the user attempting to gain
entry to a computer, network, or other services is
identified and authenticated. For authentication to
take place while using a challenge-response
authentication scheme, a series of steps must be
completed, during which the secret key must first be
communicated between the token and server before
authentication can take place. Following successful
token authentication, the server sends an
authentication challenge value to the token's client
(the token). To generate the OTP, both the server
and the client use the challenge value and the secret
key. After calculating the OTP, the token needs to
send it to the server, which then relates it to the OTP
that was previously generated to ascertain whether
or not the user is permitted. Since the value used by
the server for the challenge is generated in a one-ofa-kind manner, this type of authentication is
considered to be relatively safe. By utilizing the
challenge response-based authentication method, it is
possible to protect against a variety of attacks,
including session reply attacks, reply attacks, and
man in the middle attacks, to name a few. On the
other hand, the challenge values are made public,
and the system becomes highly susceptible to
communication-based attacks[59]–[63].
d)
S/Key Authentication
In addition to being known as the Lamport scheme,
this authentication method generates one-time
password (OTP) values by hash chaining from the
secret key. A hash value is generated once a secret
key is shared between the client and server. This
hash value is then used as input by the second hash
function in this process of OTP-based authentication
between the client and server. This procedure is
repeated by the algorithm an undetermined number
of times. [64], [65]. if the one-way hash function is
denoted by f, the secret key is denoted by S. If we
apply f to the seed S for N times, we obtain a hash
chain of length N.
N hash values are stored on the client-side, and on
the server-side, f (S), f ( f (S))…. f N-1 (S) are deleted,
and only one hash value is stored, which is f N (S).
When the client has been authenticated, the N-1
hash is sent to the server by the client. For each N-1
hash value received from the client, the server
calculates the Nth hash value and matches it with the

Nth hash value previously recorded to determine
whether or not the user is legitimate. When the user
mth logs in, the server sends a challenge code (N-m),
and the user creates an OTP due to the challenge
code.
OTP= f N-m (s)
(2)
The server authenticates the user's OTP as
f (OTP)= f N-m+1 (S)
(3)
After the (m-1)th login, the f N-m+1 (S) is already
memorized in the server's database. If the above
values for the client and the server are the same, the
server retains the received hash value and deletes
the previous (N-(m-1)th hash value from the client's
cache. This technique is simple to develop,
incorporates both challenge and hash chaining, and
does not require very sophisticated hardware [50].
Attackers posing as hosts can compromise S/Key
authentication by sending a brief challenge to the
user, who then replies with the hash chain's initial
values, allowing an attacker to compute more onetime passwords. A "little challenge" attack is used to
describe this type of attack. As a result, the user's
processing requirements increase throughout the
computations for the chain's initial values, making the
system unusable for devices with limited computing
capabilities such as cell phones. Although the
technique is impenetrable to eavesdropping and
replay assaults, it is subject to server spoofing and
offline dictionary attacks, among other things[63].
e)
Short Message Service (SMS) Based One
Time Passwords
Thanks to recent advances in smartphone
technology, self-care services in healthcare, banking,
and e-commerce have grown significantly, particularly
in the banking and healthcare sectors. When it comes
to implementing these services, the most difficult
problem businesses must deal with is security in the
authentication and authorization of legitimate users.
Usernames and passwords, which are traditionally
used for authentication purposes and are vulnerable
to being breached by intruders, pose a serious risk of
being compromised, as proved by the recent Yahoo
data breach. These techniques can be targeted by
various attacks, including password guessing attacks,
shoulder surfing attacks, and brute force attacks, all
of which can be effective[5], [16], [66]. To combat
such attacks, an additional factor, known as an OTP,
was established to make sure that only authorized
users could gain access. The most basic concept of
the one-time password is that every client account is
tied to a mobile phone number in a scheme under the
control of the account's proprietor.
So the only person who can receive an SMS OneTime Password (OTP) from the mobile phone number
associated with the account is the person who
created the account in the first place. In this
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authentication technique, clients are required to input
a one-time password after providing their login and
secret phrase to accept the transaction; each OTP
generated is used just once and then discarded. The
most appropriate method of communicating one-time
passwords created by the authenticator is via a short
messaging service, which saves the need to create
password lists in the process.[67]. When it comes to
account verification, most banks and other
corporations that provide online services such as
Google Mail, Dropbox, and Google App Engine rely on
SMS-based one-time passwords (OTP). When it
comes to SMS-based OTP, it is deemed safe since
every time the user is required to input newly
generated passwords, the system is protected from
brief exposure and is more resistant to reply
attacks[52].
4. Open Issues And Challenges In User
Authentication Mechanism
Having presented research into the different security
systems available in access management and the
findings of the study, it is possible to conclude that
there are still flaws in the security solutions that are
currently available. The challenges that have been
identified range from security vulnerability to
computational complexity to user adaptability and
everything in between. To summarize, the
progressive review process will result in the following
open issues at the conclusion of the process:
1. In traditional user authentication mechanisms
such as user names and passwords, memorability
is a significant problem, resulting in users
breaking basic security rules by creating
passwords that are easy to remember and are
therefore weak and low entropy, writing them
down, or reusing the same passwords for
different services. They become a security risk to
online apps due to their bad and inaccurate
password habits. Because of the widespread
usage of touchscreen devices, alphanumeric
passwords have faced additional difficulty, as
studies have shown that typing on virtual
keyboards is both slower and more difficult than
typing on real keyboards[12].
2. Inability in protecting a wide range of threats
[67], including touch-loggers/keyloggers, mimic
attacks, liveness detection, and other similar
attacks
3. Aside from being inconvenient for users, the
extra equipment needed in some authentication
systems[68]–[71] , such as smartcards, can also
be expensive for service providers. This is
because
technical
adaptations
to
such
authentication systems are not possible. As a
result, because of their lack of user-friendliness,
those systems' technical adaptability is hindered.

4. GSM is used in a few authentication schemes for
the distribution of authentication messages and
one-time passwords (OTP), which is a severe
security concern in and of itself [37], [72], [73].
5. Because of the use of a public key, fuzzy vault
schemes, operations, and self-updating hash
chains, contemporary access control mechanisms
have been found to have a number of drawbacks,
including increased processing time, reduced
system speed, increased computational cost, and
large amounts of data stored in memory. .
6. The ability to use the same token across multiple
service providers is only offered by authentication
systems [74]. The need to maintain a separate
token for each service provider in the majority of
authentication mechanisms causes the user to be
inconvenienced once more.
7. The inability of some authentication systems[75]
to provide service pool scalability for large
numbers of users means that they can only be
used for a limited number of applications.
8. As a result of the widespread use of insecure
password generation techniques such as AES,
SHA-1, MD5, and others in most authentication
schemes [7], they are rendered vulnerable and
unable to keep up with technological
advancements.
9. Multi-channel
communication
in
a
few
authenticating systems results in service charges
being charged to the user, increasing the burden
on the user[7][76].
10. In
the
current
state
of
development,
authentication schemes depend on a single
biometric
characteristic
as
the
third
authenticating factor or consider only biometrics
while ignoring the first two authenticating factors,
which may be susceptible to impersonation
attacks. As a result, those authentication
schemes have security flaws and cannot be used
in applications requiring high levels of security,
such as the financial system, airport information
systems, and so on[47], [77]–[84].
11. When used for authentication, popular biometrics
such as voice, iris scan, and facial characteristics
encounter a number of difficulties. The speech
authentication system can be compromised
because an intruder can record the voice of the
authenticated user and then use that recorded
voice to break through the speech recognition
system, which is the foundation of the proposed
authentication mechanism. Furthermore, iris
scanners require proper lighting to function
properly, and they can produce false results if not
used properly. [85].
12. The attack by a Man-in-the-Middle is another
possible scenario that has not been considered in
the previous studies. This attack scenario
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involves using an unauthorized proxy server
between both the authentication server and the
communication
channel
to
deceive
the
authentication server. Following the generation of
an authentication token, the token travels
through unsafe routes, revealing critical
information to the attacker upon receipt of a
service request from the attacker. And once the
information has been stolen, the attacker will be
able to configure the entire authentication system
with relative ease, granting the attacker access
to resources on an ongoing basis. Such attack
scenarios have not been considered in previous
works, and as a result, they remain an open
question.
13. The security of SMS-based one-time passwords is
highly reliant on the privacy provided by the
cellular network. Serval attacks against GSM and
3G networks have been reported, demonstrating
that the confidentiality and anonymity of SMS
messages cannot be guaranteed. SMS privacy
can also be compromised by injecting malware
into mobile phones, intercepting and forwarding
OTP SMS to attackers, making the phone
vulnerable to man-in-the-middle attacks. An
attack against SMS-based OTP known as the SIM
Swap attack is a social engineering attack in
which a SIM card replacement for the victims'
mobile numbers is obtained. The SIM card is then
linked to the victims' mobile phone numbers; as a
result, the attacker receives all OTP SMS
messages sent by the victims while initiating
online transactions.[72], [86]
14. According to the study's findings, a larger
proportion of the OTP computation procedures is
dependent on time synchronization numerical
calculations to generate one-time passwords.
Because the arbitrariness inherent in these OTP
frameworks breaks down after a period of time,
passwords become predictably long and
complex.[1], [64].
5. Conclusion
When it comes to safeguarding an information
system, authentication is critical. As a result of the
enormous number of authentication techniques
available, it can be difficult to choose the most
appropriate deployment strategy. This study has
evaluated previous authentication strategies based on
three core parameters: knowledge, possession, and
biometrics. The significant pros and cons of the
various security systems have been specifically
identified and described in greater detail. All of the
authentication techniques examined were determined
to be deficient in some way or another. The
requirement for a security system capable of
thwarting current attacks and providing ongoing

assistance without being constrained by technological
advancement continues to exist. At the same time,
user ergonomics should not be overlooked and
should be given the same consideration as other
design aspects. Furthermore, when building such
systems, it is necessary to consider critical questions
and difficulties to spur additional study in the field.
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